
FocusTags Applied in 2024
Name Confidence Level Related CVEs

Nextcloud Servers HIGH CVE-2023-49792

Apache Superset Auth, Bypass VERY HIGH CVE-2023-40610
CVE-2023-27524

Joomla [Suspected] MEDIUM CVE-2024-21726
CVE-2023-23752

Ivanti ICS VERY HIGH

CVE-2024-22024
CVE-2024-21893
CVE-2024-21887
CVE-2023-46805
CVE-2024-21888

Redis RCE VERY HIGH CVE-2023-41056

Cacti HIGH CVE-2023-51448
CVE-2024-25641

Kyocera Device Manager [Suspected] MEDIUM CVE-2023-50916
Apache Tomcat VERY HIGH CVE-2023-46589
Laravel [Suspected] MEDIUM CVE-2018-15133

SonicWall SonicOS HIGH CVE-2023-0656
CVE-2022-22274

GoAnywhere [Suspected] MEDIUM CVE-2024-0204
Jenkins VERY HIGH CVE-2024-23897

Symantec MG [Suspected] MEDIUM CVE-2024-23615
CVE-2024-23614

FortiOS SSL VPN [Suspected] MEDIUM CVE-2024-21762
CVE-2024-23112

QNAP QTS VERY HIGH

CVE-2023-50358
CVE-2024-21899
CVE-2024-32766
CVE-2024-27130
CVE-2024-27124
CVE-2023-47218



Cisco ASA [Suspected] MEDIUM
CVE-2020-3259
CVE-2024-20359
CVE-2024-20353

Exchange Server NTLM HIGH CVE-2024-21410

ScreenConnect HIGH CVE-2024-1709
CVE-2024-1708

OpenEdge [Suspected] MEDIUM CVE-2024-1403

Outlook RCE HIGH
CVE-2024-21378
CVE-2024-21413
CVE-2024-30103

FortiClient EMS [Suspected] MEDIUM CVE-2023-48788
PostgreSQL [Suspected] MEDIUM CVE-2024-1597
Apache HTTP Server VERY HIGH CVE-2021-41773

pgAdmin [Suspected] MEDIUM CVE-2024-2044
CVE-2024-3116

XZ Utils Backdoor VERY HIGH CVE-2024-3094

Adobe Commerce [Suspected] MEDIUM CVE-2024-20720
CVE-2024-20719

GlobalProtect [Suspected] MEDIUM CVE-2024-3400
CrushFTP VFS HIGH CVE-2024-4040
Flowmon [Suspected] MEDIUM CVE-2024-2389
Plane [Suspected] MEDIUM CVE-2024-31461

ArubaOS VERY HIGH

CVE-2024-26305
CVE-2024-33512
CVE-2024-33511
CVE-2024-26304

TinyProxy VERY HIGH CVE-2023-49606

Veeam SPC HIGH

CVE-2024-29212
CVE-2024-39714
CVE-2024-42448
CVE-2024-39715
CVE-2024-38651
CVE-2024-42449
CVE-2024-38650

WP Yoast SEO VERY HIGH CVE-2024-4984



Mirth Connect HIGH CVE-2023-43208

Veeam VBEM VERY HIGH

CVE-2024-40713
CVE-2024-40710
CVE-2024-39718
CVE-2024-40711
CVE-2024-40712
CVE-2024-40715
CVE-2024-29849
CVE-2024-29850
CVE-2024-40714

Checkpoint SNX HIGH CVE-2024-24919
DNSBomb VERY HIGH CVE-2023-28450
Rejetto HFS VERY HIGH CVE-2024-23692
Microsoft MSMQ HIGH CVE-2024-30080
PHP-CGI HIGH CVE-2024-4577
Cisco NX-OS HIGH CVE-2024-20399
OpenSSH RegreSSHion HIGH CVE-2024-6387

Apache Tomcat DoS VERY HIGH CVE-2024-34750
CVE-2024-38286

WhatsUp Gold HIGH

CVE-2024-46906
CVE-2024-6672
CVE-2024-5009
CVE-2024-46907
CVE-2024-46905
CVE-2024-8785
CVE-2024-6671
CVE-2024-7763
CVE-2024-6670
CVE-2024-46909

MSHTML VERY HIGH
CVE-2024-38112
CVE-2024-43573
CVE-2024-43461

Gogs VERY HIGH

CVE-2024-39930
CVE-2024-39932
CVE-2024-39933
CVE-2024-39931



Microsoft SharePoint VERY HIGH
CVE-2024-38024
CVE-2024-38094
CVE-2024-38023

ServiceNow MEDIUM

CVE-2024-8924
CVE-2024-5217
CVE-2024-4879
CVE-2024-8923

Citrix NetScaler MEDIUM CVE-2024-6236
CVE-2024-6235

Exim Mail VERY HIGH CVE-2024-39929
GeoServer MEDIUM CVE-2024-36401
Serv-U FTP VERY HIGH CVE-2024-28995
Adobe Magento [Suspected] MEDIUM CVE-2024-34102

JumpServer [Suspected] MEDIUM CVE-2024-40628
CVE-2024-40629

Internet Explorer MEDIUM CVE-2012-4792
Docker AuthZ HIGH CVE-2024-41110

Dahua NVR4 VERY HIGH
CVE-2024-39949
CVE-2024-39948
CVE-2024-39944

Jenkins ClassLoaderProxy VERY HIGH CVE-2024-43044

Zabbix [Suspected] MEDIUM
CVE-2024-42327
CVE-2024-22116
CVE-2024-42330

Microsoft Privilege Escalation VERY HIGH

CVE-2019-1069
CVE-2024-38107
CVE-2024-38193
CVE-2024-38106

SolarWinds WHD VERY HIGH CVE-2024-28986
CVE-2024-28987

Zimbra LFI VERY HIGH CVE-2024-33535



Exchange Server RCE VERY HIGH

CVE-2021-26857
CVE-2021-26858
CVE-2021-27065
CVE-2021-26855
CVE-2021-31196
CVE-2021-34473

Dahua IP Camera VERY HIGH CVE-2021-33045
CVE-2021-33044

SonicWall Firewalls HIGH CVE-2024-40766
WPML VERY HIGH CVE-2024-6386

FileCatalyst Workflow VERY HIGH CVE-2024-6632
CVE-2024-6633

PAN-OS Cleartext VERY HIGH CVE-2024-5916
CVE-2024-8687

Apache OFBiz HIGH

CVE-2024-45195
CVE-2024-45507
CVE-2024-48962
CVE-2024-47208

Adobe Flash Player [Suspected] MEDIUM

CVE-2014-0497
CVE-2013-0643
CVE-2013-0648
CVE-2014-0502

MSSQL HIGH CVE-2020-0618

Ivanti CSA VERY HIGH

CVE-2024-8190
CVE-2024-9380
CVE-2024-9379
CVE-2024-9381
CVE-2024-8963
CVE-2021-44529

Navidrome VERY HIGH CVE-2024-47062

Keycloak [Suspected] MEDIUM CVE-2024-8698
CVE-2024-8883

pgAdmin VERY HIGH CVE-2024-9014
Wordpress TheEventsCalendar HIGH CVE-2024-8275



Aruba Access Points VERY HIGH

CVE-2024-42509
CVE-2024-42506
CVE-2024-42507
CVE-2024-42505

CUPS VERY HIGH

CVE-2024-47177
CVE-2024-47076
CVE-2024-47176
CVE-2024-47175

Vault HIGH CVE-2024-9180
CVE-2024-7594

MageLink LX Console [Suspected] MEDIUM

CVE-2024-41725
CVE-2024-43692
CVE-2024-45066
CVE-2024-45373
CVE-2024-43423
CVE-2024-43693

Zimbra VERY HIGH CVE-2024-45519

DrayTek Routers HIGH CVE-2020-15415
CVE-2024-48074

SAP Commerce Cloud [Suspected] MEDIUM CVE-2019-0344
Octopus Deploy VERY HIGH CVE-2024-9194
Authentik VERY HIGH CVE-2024-47070

Cisco RV Routers VERY HIGH CVE-2024-20470
CVE-2024-20393



Ivanti Connect Secure HIGH

CVE-2024-11007
CVE-2024-37400
CVE-2024-38656
CVE-2024-39709
CVE-2024-11004
CVE-2024-39710
CVE-2024-11005
CVE-2024-47906
CVE-2024-11633
CVE-2024-9420
CVE-2024-37401
CVE-2024-47907
CVE-2024-37377
CVE-2024-9844
CVE-2024-11634
CVE-2024-39711
CVE-2024-39712
CVE-2024-37404
CVE-2024-38655
CVE-2024-11006

Fortinet Core Products [Suspected] MEDIUM CVE-2024-23113
Github Enterprise HIGH CVE-2024-9487

Oracle WebLogic Server VERY HIGH
CVE-2024-21182
CVE-2020-2883
CVE-2024-21216

Grafana HIGH CVE-2024-9264
ScienceLogic SL1 [Suspected] MEDIUM CVE-2024-9537
FortiManager [Suspected] MEDIUM CVE-2024-47575
Roundcube Webmail HIGH CVE-2024-37383

Cisco FMC VERY HIGH CVE-2024-20379
CVE-2024-20424

Squid Proxy VERY HIGH CVE-2024-45802
Xlight FTP VERY HIGH CVE-2024-46483
LiteSpeed Cache HIGH CVE-2024-50550
RICOH Web Image Monitor VERY HIGH CVE-2024-47939
Nostromo nhttpd VERY HIGH CVE-2019-16278
Atlassian Jira VERY HIGH CVE-2021-26086



Apache Airflow VERY HIGH CVE-2024-45784

PAN-OS VERY HIGH
CVE-2024-0012
CVE-2024-3393
CVE-2024-9474

PostgreSQL VERY HIGH CVE-2024-10979

Qlik Sense Enterprise HIGH CVE-2024-55580
CVE-2024-55579

Cleo File Transfer VERY HIGH CVE-2024-50623
CVE-2024-55956

SAP NetWeaver JAVA VERY HIGH CVE-2024-47578

Ivanti Cloud Services Application HIGH
CVE-2024-11773
CVE-2024-11772
CVE-2024-11639

BeyondTrust PRA RS HIGH CVE-2024-12356
CVE-2024-12686

Apache Tomcat RCE HIGH CVE-2024-50379
CVE-2024-56337

CrushFTP HIGH CVE-2024-53552

Gogs Server HIGH CVE-2024-54148
CVE-2024-55947


