
 Deep dive: 
Cybersecurity
Unfortunately, the Cybersecurity threat 
landscape has been evolving and changing  
at a very rapid pace. Threat actors have been 
progressing in their proliferation and 
sophistication and have been leveraging the 
challenging times that we are in. There are many 
examples of attacks that have leveraged Covid-19 
as a means of hiding the attackers, preying on the 
emotions and needs of people  
who are keen to gain advice and guidance, or  
as an example, to register for their vaccination. 
Cyber-attacks have been professionalised, 
weaponised and leverage the wider economic  
and social situations.

Highly organised criminal gangs have emerged 
that are robustly structured and proceduralised 
(and have even been reported as being very 
polite). Not only will they have highly proficient 
technicians, such as cyber-attack specialists,  
and business analysts but they will also have 
‘business experts’ and social engineering 
specialists. They are setup to research and 
understand clearly the nature of who they  
are attacking, what data assets are of value and 
why, to maximise the impact of the attack and the 
potential financial reward for their efforts. This is 
cybercrime running as a modern-day business 
attacking both the people and technology 
elements of their targets.

There are also high-level nation state sponsored 
groups whose aspirations are quite often at a 
geopolitical level. One emphasis is on generating 
impacts that are destabilising and subversive. 
Cyber is a form of warfare. These groups are also 
responsible for large scale ‘supply-chain attacks’ 
where sophisticated attackers breach a company 
with the intention of then utilising its connections 
into customers as a means of gaining entry, often 
to a higher value target. These attacks are 
designed to infiltrate organisations and/or 
generate wide-scale disruption and impact.

The World Economic Forum met at the end of 
January. In the ‘Global Risks report 2021’ that was 
produced, the forum reported that the ‘likelihood 
of significant and wide-scale cybersecurity risk’ 
was within their top 10 global risks and was 
flagged as being a clear and present danger with 
potential knock-on effects for the next five years. 
This is in the same list as items such as global 
warming and pandemics. Clearly, we cannot 
ignore cybersecurity risk.

In early 2017, Hg launched its Cybersecurity Risk 
and Maturity Assessment Programme for both 
prospective investments and existing companies 
within the portfolio. Over 200 assessments later, 
we’ve learnt from experience and evolved with the 
ever-changing threat landscape to make 
cybersecurity a true organisational strength. 
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How it works 
The assessment begins during the early stages  
of due diligence for prospective investments,  
then continues for the entire ownership lifecycle 
as and when a company joins the Hg portfolio. 

Focused on action and operating on a model  
of continuous improvement, the programme 
ensures that every portfolio company is assessed 
on a rolling basis, with frequency of assessment 
determined by their individual risk and maturity 
score. The goal is that every company is assessed 
at least annually, with low-scoring companies 
undergoing much more regular checks. 
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 The threat of cybersecurity impact to any business is very real and only increasing as we 
continue to be more reliant upon online services and connected devices. There should not be  
an assumption that attackers are only interested in big enterprises/corporates. If you have any 
online connection, you can guarantee that at some point it will be automatically and maliciously 
scanned for opportunistic weaknesses. An effective understanding of cybersecurity, from the 
boardroom through every employee, is the cornerstone of a successful 
defence. This then needs to be supported with an investment in at a 
minimum the ‘hygiene’ technical elements of a successful and layered 
cyber defence strategy – for example; advanced malware protection, data 
encryption, multi-factor authentication. A mindset of how well protected 
are we, how quickly and well can we respond WHEN we are attacked, 
rather than IF we are attacked is recommended.

Some companies are not of a sufficient size and 
scale to manage directly what can be a complex 
set of changes to reach their required levels of 
cybersecurity maturity and protection. 

As a result, the Hg cybersecurity team are also able 
to provide support and guidance (not just issue a 
report of recommendations) in how to address the 
recommendations. In partnership with the portfolio 
company responsible technicians and leaders, the 
Hg cybersecurity team can assist in creating a 
pragmatic and prioritised (in context of each 
individual company) action plan for remediation.




