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FOREWORD

Welcome to the 2022 edition of our annual Emerging Themes in Financial 
Regulation publication. As we all come to terms with new ways of working, 
interacting and communicating with each other, in our twelfth year, our 
report adds new perspectives and global reach to reflect increasingly 
interconnected regulatory frameworks and global business environments.

This Horizon Report combines the views from across BCLP in both the US and 
UK, and also incorporates insights from market practitioners and regulators, 
to whom we express great thanks. We also thank our agency partner, 
Cicero/amo, for their collaboration, research and extensive contributions  
to this report.

Over recent years, the challenges facing the financial services industry 
have become more complex and trends such as sustainability, inclusion, 
technology as well as political and regulatory risk, are driving fundamental 
changes in business operating models. Financial institutions must become 
ever more agile in adapting to meet these challenges.

There is significant focus in our 2022 publication on issues including climate 
action and a “just transition”, sustainability, inclusion & diversity, leadership 
behaviours and corporate governance. The present challenge for firms is 
that these issues require an holistic review of strategy, values and culture. 
They cannot be wholly addressed solely through a regulatory lens, or solely 
by compliance. Given that they are issues that dynamically interact with 
themes of political change, technology and financial crime, board and 
senior management teams are increasingly having to think across multiple 
dimensions about how their businesses can be both adaptable, resilient and 
sustainable in such a fast-changing world.

We have therefore taken this question and made it the central theme for 
this year’s Emerging Themes in Financial Regulation Horizon Report: How 
can businesses balance agility and sustainability?

This year, our mission is to help you identify where change is happening and 
how you can respond to challenges and build resilience and sustainability to 
support long-term value and values. Within this overarching query we have 
drawn out six key themes: Sustainability & ESG; Talent and People including 
Inclusion and Diversity; Governance; Changing Markets; Regulatory Risk & 
Enforcement; and Technology.

We hope you enjoy reading our insights and that they spark many fruitful 
conversations over the coming weeks and months.

Kind regards 

POLLY JAMES 

Partner and Global Practice Co-Leader 
- Financial Services Disputes and 
Investigations, London

DOUGLAS A. THOMPSON

Partner and Global Practice  Co-Leader 
- Financial Services Disputes and 
Investigations, Los Angeles

Join the debate

 
#BCLPEmergingThemes 
emergingthemes.bclplaw.com

bclplaw.com

EMERGING THEMES IN FINANCIAL REGULATION 2022  /01

https://www.linkedin.com/company/bryan-cave-leighton-paisner-llp
https://twitter.com/bclplaw
https://emergingthemes.bclplaw.com
http://www.bclplaw.com


The extent to which our themes resonate will clearly 
differ between the UK and US in some cases. In order to 
measure the extent to which each theme cuts through, 
our agency partner, Cicero/amo, used their monitoring 
tools to search for the use of 89 discrete terms across 
key regulatory and political sources and the social 
media feeds of regulators and policymakers.1 Each 
issue fell under the umbrella of one of our core themes.

Technology, sustainability and changing markets have 
the greatest share of noise among UK policymakers and 
regulators. In the US these three again dominate, but 
there is clearly more of a focus on changing markets.

In the UK, noise surrounding technology heavily 
gravitates toward data protection and data security. 
Whereas, in the US, the focus is linked to cloud 
technology, AI and cyber risk. Noise surrounding the 
sustainability theme in both the US and UK is centered 
around climate action and net-zero discussions.

HOW DO OUR THEMES DIFFER 
BETWEEN THE US AND UK?

CHANGING 
MARKETS

GOVERNANCE

PEOPLE & TALENT, 
INCLUSION & 

DIVERSITY

TECHNOLOGY

SUSTAINABILITY 
& ESG

REGULATORY RISK 
& ENFORCEMENT

OUR THEMES 
AT A GLANCE

 
SUSTAINABILITY & ESG

 X Stakeholder demands for sustainability and ESG 
disclosure are increasing, and are likely to be 
followed by regulatory demands - prompting a 
need to align and streamline approaches/metrics

 X In the UK and elsewhere, we can expect clearer 
guidance on what can be described as “green”  
or sustainable 

 X Greenwashing will become a key compliance/risk, 
and risk governance issue – and a reputational one 

 X We see the increasing strategic importance of 
integrating climate and sustainability as a central 
tenet of firms’ purpose, business model, legal and 
governance approach, and culture

 
TALENT & PEOPLE,  
INCLUSION & DIVERSITY

 X We see increasing data and reporting obligations 
on firms related to I&D as UK and US regulators 
sharpen their focus on the issue

 X Regulators are likely to be increasingly bullish on 
non-financial misconduct enforcement

 X Firms will have to place greater emphasis on their 
culture, with respect to genuine commitment to 
I&D and mitigating systemic risks of non-financial 
misconduct. This will need to come from, and be 
supported by, senior leaders

 
CHANGING MARKETS

 X Regulatory divergence between the UK and EU 
set to play out, as both sides focus on growth and 
competitiveness

 X Trade deals between the UK and other nations will 
provide growth opportunities but may be elusive 
and will require more time

 X In the US, President Biden will have increasing 
influence on monetary policy and financial 
regulation due to the timing of appointments

 X A divided Congress and persistent economic 
concerns, however, will pose challenges to any 
major overhaul of the US financial markets

 
GOVERNANCE

 X We expect to see a marked increase in 
whistleblowing activity in the US, as the Biden 
administration places greater emphasis on 
addressing white collar crime

 X Regulators are more closely scrutinising  
remote working arrangements. With pressure on 
firms to maintain management oversight in an age 
where private devices and use of chat messaging 
services are the norm

 X There is increasing demand from the regulator for 
information and data from firms on outsourcing 
and third-party risk

 
REGULATORY  
RISK & ENFORCEMENT

 X There are new emerging regulations in the UK 
covering the Buy-Now-Pay-Later market

 X New UK consumer duties will strengthen regulatory 
enforcement powers to protect customers against 
a range of potentially harmful industry practices

 X The SEC will look to address concerns around 
potential consumer harms in retail markets for 
digital assets

 X Regulators will increasingly look to prosecute 
individuals for actions within a corporate setting

 
TECHNOLOGY

 X Regulators being increasingly data-led will put 
more onus on data collection and sharing at a 
firm-level

 X Increased regulation of cryptocurrency is 
guaranteed in the future - this is likely to extend 
into prudential regulation in the UK and federal-
level regulation in the US

 X Digital technologies, beyond crypto, will continue 
to transform the financial markets as regulators 
in the UK and US race to understand their 
implications and design appropriate controls

1  Sources included: FCA, Hansard, Congressional Record  
and Twitter feeds of UK and US policymakers

UK H2 2021

22%

10%

25%

28%

11%
4%

US H2 2021

35%

7%

26%

20%

8%
4%
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SUSTAINABILITY 
& ESG
2021 was the year when sustainability and ESG galvanized mainstream 
business momentum with commitments at the COP26 climate summit 
and the recognition that value chain and social risk resilience in response 
to the pandemic was here to stay.

In 2022, focusing on outcomes through mobilising capital to support
adaptation and transition in key emissions sectors, accelerating low
or de-carbonisation technologies and green projects, and developing
holistic engagement and reporting strategies, have become a “must” for 
corporates to remain competitive and, as expected by their stakeholders, 
that they are part of driving positive change and impact.

   1.1 
WHAT IS TOP OF THE AGENDA FOR CLIMATE 
REPORTING AND DISCLOSURE?
 
Since the 2015 Paris Climate Agreement, it has become increasingly clear 
that managing environmental and social risk factors is a requirement 
for a resilient financial system. The COP26 recognised the pivotal role for 
private capital in financing a net-zero transition, delivered unprecedented 
commitments to do so and a new sectoral alliance.

These developments are a milestone in the evolution of sustainable finance 
and an inflection point as UK and US regulators seek to create regulatory 
frameworks to address these risks. Climate and sustainability transparency 
and reporting is set to top the environmental, social and corporate 
governance (ESG) reform agenda in 2022.

 
UK PERSPECTIVE

The UK government’s roadmap to sustainable investing2 has clearly 
signalled its intention to position the UK as a global leader in sustainable 
finance. It has three clear principles to; better inform decision-making, 
streamline ESG within existing reporting requirements, and mobilise capital 
by transitioning finance to green projects.

At the COP26, the Chancellor Rishi Sunak announced plans for a net 
zero-aligned Financial Centre and mandatory publication of net-zero 
climate transition plans by UK financial institutions by 2023.3 These plans will 
be assessed by an independent Transition Plan Taskforce to guard against 
greenwashing. This, along with existing stakeholder requirements, will further 
integrate climate-related risks and ESG into corporate reporting and seek to 
streamline reporting requirements, aligned with the Task Force on Climate-
related Financial Disclosures (TCFD), as part of a new framework for 
Sustainability Disclosure Requirements (SDR).

On an international level, the Financial Conduct Authority (FCA) is working 
with global standard setters, such as the International Organization of 
Securities Commissions (IOSCO) and the International Financial Reporting 
Standards Foundation, to establish the International Sustainability 
Standards Board, which will evolve the reporting of non-financial risks, as 
a complement to the role the International Accounting Standards Board 
already undertakes concerning reporting financial risks.

Ashley Alder, IOSCO Chair said, “Full, timely and comprehensive corporate 
level reporting, including of sustainability-related information, is absolutely 
foundational for the proper functioning of markets and for investor 
protection … It is imperative that the ISSB establish strong governance, 
proven independence and rigorous due process. The ISSB’s planned ‘climate 
first’ approach is a sensible one, and I look forward to seeing the ISSB move 
quickly to meet investors’ needs for information about other ESG topics.”

The FCA has published its first ESG strategy and is currently consulting on 
proposals (Consultation Paper 21/18) to introduce entity-based regulation 
for the providers of ESG ratings products, to align the sector with the Credit 
Ratings market. A key FCA priority is how to integrate ESG ratings regulation 
within the UK’s broader Sustainability Disclosure Requirements (SDR) framework.

The UK also will seek to improve the labelling of green products to target 
potential greenwashing risks, in conjunction with the publication of a UK 
Green Taxonomy (expected to be largely aligned with the existing EU 
taxonomy) which will provide guidance to identify and classify environmentally 
sustainable activities.

2 HM Government, Greening Finance: A Road to Sustainable Investing, October 2021
3 HM Treasury, October 2021
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US PERSPECTIVE

The US has been moving at a slower pace in embracing sustainable finance 
when compared to the UK and EU. The US and China have agreed to boost 
climate co-operation over the next decade based on “recalling their firm 
commitment to work together” to achieve the 1.5C temperature goal set 
out in the Paris Agreement.4

The US has announced plans to broaden climate disclosure reporting 
requirements, though the Securities and Exchange Commission’s 
(SEC) clear preference is for voluntary reporting aligned with the TCFD 
recommendations. In November 2021, the acting head of the Office of the 
Comptroller of the Currency (“OCC”), Michael J. Hsu, issued a call to action 
on climate change to the boards of directors of OCC-regulated banks. 
Specifically, he outlined an initial series of climate change-related questions 
that boards should be asking bank management and stated that bank 
boards should use the exercise to help improve climate risk management 
practices and build up climate risk management and reporting capabilities.5

Furthermore, also in November 2021 the Division of Corporation Finance 
(Corp Fin) of the SEC issued Staff Legal Bulletin 14L (“SLB 14L”) which makes it 
far more difficult for companies to exclude environmental and social-related 
shareholder proposals, through no-action requests.

There have been few instances of environmental or social-related exclusions 
over recent years, so we may not see a large increase in shareholder 
proposals in the short-term. However, the policy change remains significant 
because it affords shareholders a stronger say on how companies announce 
their targets on net-zero goals and signifies the SEC’s wider focus on 
environmental and social factors in their future rulemaking.

The US, working alongside the EU and UK, has agreed a set of common 
principles for infrastructure development6 which have clear implications for 
institutional investors and their own climate data collection and disclosure. 
These principles commit the US to:

 X  Climate-resilient infrastructure development

 X  Collaborate on raising climate finance for developing countries

 X  Uphold “high standards” in infrastructure development.
 
Todd Cort, Co-Director of the Yale Initiative on Sustainable Finance, 
commented, “In the US, there’s a number of different regulators that would 
have a hand on ESG disclosure regulations. The SEC put out earlier this year 
that they’re going to open up comments on ESG disclosures and climate 
disclosures in particular. That comment period is winding down now. There’s 
every expectation that the SEC will put out a new guideline, probably in 
early 2022. That will definitely cover climate risk and likely will cover ESG risk. 
What’s probably going to be different is that the SEC will not adopt the UK 
approach and specify how firms should report and give suggested metrics. 
The SEC doesn’t do that. I guess what the SEC would probably do is issue 
guidance saying that climate change is likely to be considered a financial 
risk, and companies should consider as part of their due diligence how that 
risk would impact on their company.”

 

Regulators are focusing on 
psychological safety. Firms need to 
create a culture where people don’t 
have to blow the whistle through  
an anonymous helpline, they can 
just go to their boss and speak up 
about any problematic behaviours 
they see. Creating a culture of 
psychological safety is becoming a 
regulatory requirement, rather than 
just an HR issue.

POLLY JAMES, BCLP Partner and Global 
Practice Co-Leader - Financial Services 
Disputes and Investigations, London

Companies are faced with a set of 
complex and important challenges 
to strike an authentic balance 
around their net-zero adaptation 
and transition pathway, managing 
‘business as usual’ and implementing 
a responsible and sustainable 
business conduct approach to 
support that journey. A broader 
discussion about how a company 
develops a coherent position 
across legal security, social risk 
governance and stakeholder trust 
can be really valuable, especially if 
that is based on engagement, and 
is transparent about key challenges 
and provides a coherent rationale 
for the course of action and progress 
toward climate goals. I think the 
biggest piece of this is adapting 
business models, pivoting systems 
and building engagement inside a 
company through visible change-
makers at all levels that really live it 
and clearly demonstrate and 
empower that authentic 
commitment.

NICOLE BIGBY, BCLP Partner, London.

   1.2 
WILL REGULATORY SCRUTINY OF CORPORATE 
BEHAVIOURS INCREASE?
Given the development of ESG standards, greenwashing represents a key 
conduct risk. Regulatory focus in the UK and US means that firms need to be 
sure that saying green actually means green and by reference to what 
standards and in what circumstances. The absence of clear, settled UK 
regulatory classification and guidance does introduce ambiguity and 
uncertainty that may give rise to long-tail or retrospective liabilities if firms fail to 
properly classify green assets/services and subsequently mis-sell investments to 
retail or institutional clients. Green product mis-selling is likely to prompt 
increasing regulatory scrutiny and consumer claims, whether by litigation or the 
UK’s Financial Ombudsman Service (FOS). Greenwashing will become a 
compliance and risk governance issue as well as a reputational one. 

Chris Woolard, Partner at EY, EMEIA lead financial services regulation, Chair EY 
Global Regulatory Network, Trustee at Which? and former interim CEO at the 
FCA said, “People are selling green bonds and green assets now, meaning each 
firm has got to take a view that says, ‘this is what I am going to call green.’ 
Getting accused of greenwashing would obviously be bad, but possibly more of 
a realistic worry is how we can be certain that someone won’t come along in the 
future and say it can no longer be labelled green. Given I don’t foresee global 
alignment of regulatory standards in this space, then firms will have to mindful of 
how they label their investments in different markets.”

It is also important to ensure legal compliance frameworks designed to address 
conduct risks are integrated with risk governance concerning responsible and 
sustainable business conduct issues which have and remain a major source of 
risk (and opportunity) for a financial institution’s “social license to operate” and 
reputation, as well as that of their corporate clients. Corporate experience 
underscores the need to review and adapt corporate strategies and investment 
plans in light of stakeholder interests/views around sustainability and ESG-
related issues or long-tail risks, rather than solely legal considerations.

   1.3

WHAT NEXT?
The financial services sector and mobilisation of private capital have a 
crucial role in the global just transition to net-zero. In the face of increased 
responsibility, the inevitable regulatory pressure and response are already 
taking shape. However, while legal security is crucial - it is equally important 
for companies to evolve their strategic approach to climate risk and 
opportunity within the broader context of corporate purpose, long-term 
value creation, resilient operational approaches and culture.

Ultimately, firms acting now to develop an integrated legal and risk governance 
approach will be best placed to rise with the tide and opposite the regulator, 
and thrive on the new opportunities that sustainable business models and 
goods and services will drive during 2022 and beyond.

 
HOW PREPARED ARE COMPANIES FOR A CARBON TAX?

Clearly, companies need to carefully assess new regulatory requirements 
as part of a holistic and dynamic sustainability and ESG risk mapping, 
assessment and governance approach. For example, if a carbon tax were 
to become a reality – what impact would it have? Are such risks (and a 
range of perspectives and technical expertise) being factored into scenario 
planning and challenge assumptions and decision-making now? 

Read further views on this theme at: 
emergingthemes.bclplaw.com

4 US Department of State, November 2021
5 OCC, November 2021
6 Gov.co.uk November 2021 
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TALENT & PEOPLE, 
INCLUSION  
& DIVERSITY
Inclusion and diversity is becoming an increasingly strong focus of 
regulators. Inclusion permeates all aspects of a firm‘s culture, including 
hybrid working and staff wellbeing. Leaders have a key role in nurturing 
healthy cultures and driving “I&D” initiatives, and face an ever-increasing 
risk of regulatory intervention if they fail to do so.

   2.1 
ARE REGULATORS THE ENABLERS OF  
INCLUSION AND DIVERSITY IN THE FINANCIAL 
SERVICES SECTOR?

UK PERSPECTIVE

I&D has achieved significant attention during the past 12 months. The 
appointment of Nikhil Rathi as CEO of the FCA has been accompanied by 
several senior female hires and the publication of a rare joint Discussion 
Paper by the FCA, Bank of England and Prudential Regulation Authority 
(PRA)7 calling on firms to drive progress in I&D using various proposed tools 
including disclosure, senior accountability and linked remuneration. The 
three authorities are agreed that more diverse senior leadership teams 
create more inclusive workspaces, improve decision-making, risk management, 
financial resilience and corporate performance.

The FCA has made clear that is sees increasing its focus on I&D at firm 
level as a key factor in helping it achieve its own regulatory objectives. 
Increasingly, regulators are recognising the link between the strength of I&D 
within a firm and standards of conduct and customer outcomes. Ultimately, 
and subject to the very real challenges that exist as a result of data protection 
law in the UK, we may see the FCA insisting upon the use of firm level I&D 
data as part of its assessment of firms’ culture.

David Blunt, former Head of Conduct Specialists at the FCA, said, 
“There are lots of challenges around diversity and inclusion, but one of the 
things that’s really come through is the poor quality of data that firms hold. 
Whatever you’re doing as a firm, if you haven’t got any data to enable you 
to assess what’s really going on in your organisation, it’s difficult to know 
that any of your steps are going to be the right ones, or what difference they 
make. The data exercise that the FCA launched in September is designed to 
drive firms to be more thoughtful and more effective in ramping up their efforts 
around diversity and inclusion, and measuring the outcomes.” 

There is concern that financial institutions have focused  
I&D initiatives on gender to the exclusion of other groups

The industry has already shown progress via initiatives such as the Women 
in Finance Charter and Race at Work Charter. However, there is concern 
among UK regulators that financial institutions have focused their I&D 
initiatives on gender to the exclusion of other groups with protected 
characteristics under the Equalities Act. 

Iain Anderson, UK Government LGBT Business Champion said, “A lot of the 
work on diversity and inclusion in the industry to date has focused on gender 
and disability. There has been a lot of great work happening, but there are 
nine different protected characteristics and I think we are going to start 
seeing more focus on diversity and inclusion more widely.”

The Discussion Paper7 gives us some clues for what will be asked of firms. 
Data is going to be key both for firms and for the regulator. We can expect 
to see voluntary reporting on current data collection by firms to help 
the regulator better understand the potential barriers and challenges 
in collecting employee data: employees may prove reluctant to provide 
personal data to assist with diversity reporting (particularly at smaller firms, 
where the risk of respondent identification is clearly far higher).

7.  FCA, DP21/2, Diversity and inclusion in the financial sector 
– working together to drive change, July 2021
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US PERSPECTIVE

The regulatory landscape on I&D in the US is similarly active. The SEC’s 2020 
Diversity and Inclusion Strategic Plan8, in which the regulator outlined how 
it aims to promote business I&D within firms to conduct self-assessments of 
policies and practices, which they then share with the SEC.

Events during 2021 show that regulatory focus on I&D is becoming a bigger 
priority – driven both by the regulators themselves and increasingly by 
external pressures to act. 

In October 2021, a group of 22 Senate Democrats sent a letter to SEC 
Chairman Gary Gensler9 urging the regulator to adopt recommendations 
aimed at increasing I&D in the asset management industry. These 
recommendations were, themselves, based on input from membership of the 
SEC Asset Management Advisory Committee regarding asset management 
industry priorities. (Details of these recommendations can be found by 
following the hyperlink in footnote 9).

July 2021 also saw the New York State Department of Financial Service (DFS) 
looking to increase its oversight of I&D in the banking and non-depository 
sector. The DFS collected data on the gender, racial and ethnic composition 
of boards and senior management from New York-regulated banks and 
other non-bank financial institutions with more than $100m in assets, as well 
as regulated cryptocurrency firms. 

All of this is just the beginning. In his speech at the Women in Housing and 
Finance Public Policy luncheon in October 2021, Acting Comptroller of the 
Currency, Michael J. Hsu10 , said, “In conclusion, I want to be clear about 
the goal. Ultimately, we need to shift cultural expectations so that diversity 
and inclusion are the norm, not some distant aspiration. For the financial 
sector, this starts with improving transparency about the diversity of large 
bank boards of directors and executive leadership. We are also exploring 
and considering taking other steps, like encouraging banks to make it a 
practice to nominate or consider a diverse range of candidates or requiring 
institutions to either diversify their boards or explain why they have not.”

To stay ahead, firms should be putting plans, processes and measures in 
place in order to:

 X  Collect and disclose I&D accurate data with the regulator and the public 
whenever required or appropriate   

 X Track the I&D of their supply chains and actively explore options  
to improve, where necessary, diversity of third-party partnerships

 X  Increase and disclose I&D at a boardroom level

8. SEC, Diversity and Inclusion Action Plan, 2020
9. US Senate, October 2021
10. OCC, October 2021

  2.2 
WILL NON-FINANCIAL MISCONDUCT PLAY  
AN INCREASINGLY IMPORTANT ROLE?

UK PERSPECTIVE

In the UK, non-financial misconduct has found its way back into the 
headlines. Back in 2018, we saw a definite increase in regulator focus on 
this issue, at least in terms of rhetoric, with former FCA Interim-CEO Chris 
Woolard publicly stating that, “non-financial misconduct is misconduct, 
plain and simple”.11 More recently we have seen a similar perspective 
coming from the Financial Ombudsman Service (FOS), with Interim-CEO 
Nausicaa Delfas stating that tolerating non-financial misconduct “would 
be a clear example of a driver of unhealthy culture”.12

Toward the end of 2020 this rhetoric turned into action, with three specific 
(and high-profile) cases in which individuals were served with an enforcement 
notice prohibiting them from performing any regulated activities following 
convictions for sexual offences.13  

This was laid out clearly when those prohibitions were announced, by Mark 
Steward, Executive Director of Enforcement and Market Oversight: “The FCA 
expects high standards of character, probity, fitness and properness from 
those who operate in the industry, and we will take action to ensure those 
standards are maintained”. 

History shows that non-financial misconduct cases  
are difficult for the FCA to take action on

However, history has shown that non-financial misconduct cases are difficult 
for the FCA to take action on – which, in itself, relates to the challenges in 
both collecting evidence and then demonstrating a clear link between the 
evidence and an individual not being fit and proper from a financial services 
standpoint.

This has not changed.

Indeed, in a case published in 2021, a further individual who had been subject 
to FCA enforcement action following a criminal conviction for serious sexual 
misconduct challenged the FCA’s case against him in the Upper Tribunal. 
The resulting judgment, while upholding the FCA’s decision as to the 
appropriateness of a prohibition order, called into question the FCA’s 
reasoning in asserting that where there was a conviction for serious criminal 
misconduct, a prohibition order must follow. The Upper Tribunal emphasised 
that there must be a nexus in such cases between the criminal behaviour 
and the regulated activities being performed by the individual, in order for a 
prohibition to be appropriate. The FCA had already indicated in DP21/2 that 
further guidance was forthcoming in relation to how non-financial 
misconduct fits into the regulatory framework. Following this recent case,  
the need for such guidance is now even more pressing.

11. FCA, Opening up and speaking out: diversity in financial services and the challenge to be 
met, 2018
12. FCA, Diversity: delivering excellence for the future, 2019
13. FCA, FCA bans three individuals from working in the financial services industry for non-
financial     misconduct, 2020

The FCA’s position under Nikhil 
Rathi is clear: you need diversity 
because you need diversity of 
thought, which means people 
thinking in different ways and 
coming from different backgrounds, 
offering different perspectives. This 
is the opposite of group-think. But 
importantly, you also need inclusive 
cultures, so that the people who 
bring these diverse perspectives 
can be heard at the table when the 
issues are being discussed. If you 
don’t have both inclusion and 
diversity, you can’t manage your 
risks effectively.

POLLY JAMES, BCLP Partner and Global 
Practice Co-Leader - Financial Services 
Disputes and Investigations, London

The regulatory expectations on 
boards of regulated firms has 
never been higher. It now goes far 
beyond monitoring risk appetite, 
financial performance and the 
business model. Boards are 
increasingly being challenged by 
regulators to improve culture and 
conduct within the business. This 
includes considering the impact of 
remuneration structures and driving 
positive change to improve inclusion 
and diversity. Setting, embedding 
and maintaining the right culture, 
particularly in a remote or hybrid 
working environment, will be a key 
challenge for boards in 2022.

ADAM JAMIESON, BCLP Partner, London
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SO WHAT DOES ALL OF THIS MEAN  
FOR THE FUTURE?
There is little doubt that the Upper Tribunal’s decision will inform how the 
FCA approaches non-financial misconduct enforcement action in the 
future. However, the FCA has made clear that notwithstanding the decision 
(and its criticism of the FCA’s reasoning), it will not shy away from bringing 
further cases of this nature in future.

For the most part, the FCA wants firms to address non-financial misconduct 
internally, using decisive action at senior management level. How decisive 
firms’ leadership teams are in clamping down on poor behavior at work will 
be treated by the UK regulators as a barometer of culture.

 

US PERSPECTIVE

Non-financial misconduct is not an issue solely limited to the UK, though we 
are seeing far fewer examples of where regulators are explicitly commenting 
on or acting on it within the US. This, in part, reflects the inherent challenges 
for regulators, given that the complex mesh of federal, state, sector specific 
and employment jurisdictions means there is no single regulatory framework 
for non-financial misconduct.

While the SEC is yet to issue any real guidance relating to misconduct and 
culture, both are terms that are appearing with increasing frequency in their 
annual Examination Priorities – a document which provides an overview of 
how the SEC plans to allocate their resources and examination priorities.

That said, we have seen Financial Industry Regulatory Authority (FINRA) 
willing to assert jurisdiction on non-financial misconduct issues for broker-
dealers, based on the application of Rule 2010, which concerns itself 
with high standards of commercial honor. This is despite it not explicitly 
referencing non-financial misconduct.

The SEC has previously commented on cases where Rule 2010 has been 
applied for non-financial misconduct, calling such cases “highly troubling” 
and calling into doubt an individual’s suitability to be working in the 
securities industry as a result of betraying “dishonest character that is wholly 
inconsistent with the high standards demanded of securities professionals.”

Whether the SEC will introduce specific guidelines or regulations around 
non-financial misconduct will only become clear over time. As with the 
wider issue of I&D, it appears that much of the pressure on firms is coming 
from elsewhere – with the focus on social and governance issues being 
something firms are being scrutinized on by commentators, media and even 
their own staff. With this scrutiny comes reputational risk and many firms are 
already looking to get ahead of the curve in exploring how they can actively 
mitigate non-financial misconduct. Ultimately, firms that take this approach 
will find themselves similarly ahead of the curve for if and when regulators do 
indeed formalize their expectations.

  2.3 
WHAT NEXT?
The best defence against the risk of non-financial misconduct is a healthy 
corporate culture – that comes from, and extends into, the very top of your 
organisation. This means placing as much emphasis on ensuring positive 
team dynamics as is placed on ensuring positive business outcomes.

To do this properly means more than simply capturing quantitative metrics – 
important as these metrics might be – but to ensure a thorough review and 
understanding of how the processes in place within the business impact  
on conduct.

As a business there are a number of things that you can, and should,  
be doing:

 X Putting processes in place to ensure your employees understand the 
standards of conduct expected of them, what is considered misconduct 
and being able to evidence that this understanding is in place.

 X Proactively engaging with your employees to gauge whether these 
conduct expectations are being met in practice.

 X Fairly and transparently investigating any potential incidents of 
misconduct – aiming to get a genuine understanding about why they 
occurred, whether they are symptomatic of a wider issue and what can be 
done to better ensure they do not arise again in the future.

 X Putting in place a clear and transparent process for handling and, where 
required, escalating non-financial misconduct where it occurs.

 X Putting responsibility on the senior managers within the business to take 
ownership and responsibility for how the business deals with misconduct 
issues of this nature and explicitly incorporating I&D into SMCR requirements.

 X Putting clear targets in place for changing both the composition of senior 
roles and the wider workforce.

While it remains unclear exactly how regulators in both the UK and US 
will move forward on regulating non-financial misconduct in the future – 
including issues around I&D – we can be sure that their focus on the issue is 
only going to increase. We can also be confident that how they deal with 
the issue will put the emphasis back on firms and their internal culture. 

As such, focusing now on conduct and culture will not only ensure you stay 
on the right side of the regulator, but will better ensure positive outcomes for 
your business, employees and customers.

Read further views on this theme at: 
emergingthemes.bclplaw.com

Whilst there needs to be a renewed 
focus on data and metrics, there 
also needs to be active and 
continued steps taken to ensure 
that the ‘lived’ experience of 
‘minority’ populations is not diluted. 
There could be a risk that, if HR 
teams are having to concentrate so 
many efforts on the collection and 
aggregation of data, that the focus 
on the ‘lived’ experience could be 
lost if the balance is not set correctly. 
 
Many clients are now not only asking 
for diversity stats but are rightly 
looking beyond the numbers to 
understand how inclusion policies 
are actually affecting, day to day, 
the culture of the organisation and 
its diverse communities. It is an 
effective tool to ensure firms are 
being held to account.
 
DAISY REEVES, BCLP Global Inclusion & 
Diversity Client Relationship Partner, London

Sustainable governance is going 
to continue to percolate across 
industries and sectors. Numerous US 
retailers have adopted sustainability 
platforms and are becoming B 
Corps. Currently, there are over 400 
publicly traded companies who 
have taken B pledges. Momentum 
appears to be building. In the near 
future, will regulators, investors and 
customers ask financial institutions 
to do the same? Planning and 
strategy now will help institutions 
address those requests.

DOUGLAS  A. THOMPSON, BCLP Partner 
and Global Practice  Co-Leader - Financial 
Services Disputes and Investigations, 
Los Angeles
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GOVERNANCE    3.1 
WHAT DOES THE POST-PANDEMIC  
WORKFORCE MEAN FOR CORPORATE 
GOVERNANCE AND OVERSIGHT?

Remote working requires firms to rethink their business models in relation 
to staff oversight and staff and consumer protections. Given the truly 
unforeseen and abrupt way in which working models changed at the start 
of the Covid-19 pandemic, regulatory bodies have had to play catch-up to 
set out their expectations of firms who have organised around remote or 
hybrid working.

There have been notable high-profile cases where remote working practices 
have cast question marks over standards of work and oversight. For example, 
while several large accountancy and consultancy groups have granted 
significant remote working flexibility over the course of the last two years, 
there is now recognition that for important business operations, remote 
working could infringe on the quality of work and limit learning opportunities 
for entry-level and junior professionals.

Due to potential cost efficiencies, pressures and shifts in staff preference, it is 
likely that many firms will continue with newfound remote ways of working over 
the coming year and beyond.  

UK PERSPECTIVE

In October 2021, the FCA set out its expectations on how firms should plan 
and continue to meet their regulatory responsibilities under Principle 11 of the 
FCA’s Principles for Businesses. In short, any material changes to how a firm 
intends to operate may require the company to first notify the regulator.14

The FCA has highlighted the importance of assessing whether adopting a 
new working model is likely to cause any detriment to consumers, damage 
the integrity of the market, increase the likelihood of financial crime, threaten 
security of data or reduce competition. Moving forward, firms will need to 
evidence that there is a plan in place that gives appropriate oversight to 
managers under the Senior Managers and Certification Regime  (SMCR). 

David Blunt, former Head of Conduct Specialists at the FCA said,  
“A lot of firms are still trying to work out what effective hybrid working  
looks like. There’s a way to go on that journey. If they get that wrong,  
there are all sorts of operational and other risks that flow from it. But if they  
can get it right then hybrid-working represents an opportunity to create  
a more healthy corporate culture that benefits the business, staff and  
wider stakeholders”.

It will become increasingly important to ensure that a hybrid working 
environment is fit for purpose and lends itself to adequate oversight.  
In the UK, Senior Management Function (SMF) holders will remain under 
pressure to demonstrate that they are taking appropriate steps to 
manage remote workforces effectively. With new rules on operational 
resilience coming into force in the UK and a renewed focus on third-party 
risks in the US, firms need to ensure they have adequate governance 
frameworks to effectively address disruption to their important 
business services.

14 FCA, Remote or hybrid working expectations for firms, October 2021
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US PERSPECTIVE

The Financial Industry Regulatory Authority (FINRA) issued a regulatory 
notice to provide new guidance for firms as remote working became the 
norm. The regulatory notice was inclusive of supervision in a remote work 
environment, general supervision, trading supervision and communication 
with customers.15

Personal device usage has also come under the spotlight of US regulators. 
In October 2021, the SEC opened a flurry of enquires to check whether Wall 
Street firms had been adequately documenting digital communications 
inclusive of emails and text messages, with a focus on personal devices. The 
SEC followed up with an even stronger message in December 2021, imposing 
a record $125 million fine on a financial institution for allowing employees to 
use WhatsApp and personal email accounts for business purposes. This is 
clearly a step up in activity in response to the challenges facing firms in the 
remote working era.

SEC enquiries to date have highlighted that working from home makes it far 
more challenging to draw a distinctive barrier between work and personal 
time. As work-related activity seeps into personal lives, firms should update 
and train their workforce on revised work-from-home policies, with a 
particular focus on personal device usage.

  3.2 
WILL EFFECTIVE WHISTLEBLOWING PROCESSES 
AND PROCEDURES BECOME INCREASINGLY 
IMPORTANT IN 2022?

UK PERSPECTIVE

The FCA doubled down on the issue of encouraging individuals to report 
wrongdoing during 2021. Its new campaign “In confidence, with confidence” 
was aimed at encouraging individuals working in financial services to 
report potential wrongdoing to the FCA and reaffirmed the confidentiality 
processes in place. 

Over the past two years, the FCA has more than doubled its headcount in its 
whistleblowing team, and its annual report and accounts for the year ending 
March 31, 2021,16 reported that it had received 1,046 reports from whistle-
blowers, containing 2,754 separate allegations. The most frequently reported 
issues were compliance, fitness and propriety, treating customers fairly, data 
security, mis-selling and fraud, all issues high on the agenda for the conduct 
regulator.

In light of events in the US, there may be fresh momentum toward consideration 
of rewards for whistleblowers in the UK. Reflecting on the whistleblower 
program to Congress, the then Chairman of the SEC, Mary Jo White, implied 
that the rewards-based whistleblowing program provided “investigative 
staff with a substantial volume of high-quality information about potential 
securities laws violations”. The FCA and PRA have considered such a move 
before, and while they have historically decided against the step, the 
high-profile cases in the US may bring that issue back to the table.

15 FINRA, Regulatory Notice 20-16
16 HM Government, Financial Conduct Authority (FCA) Annual Report and Accounts 2020/21 (for the year
ended 31 March 2021), July 2021

US PERSPECTIVE

Financial whistleblowers gained widespread attention globally at the close of 
2021, when a whistleblower was awarded $200m by the Commodity Futures 
Trading Commission (CFTC) for raising concerns about LIBOR manipulation. The 
award was the largest ever made under the CFTCs Whistleblower Program.17 

SEC made more awards to whistleblowers  
in 2021 than all prior years combined

In the securities market, the noise surrounding whistleblowing has been 
equally strident. In its 2021 annual report to Congress, the SEC outlined 
another record-breaking year for its Whistleblower Program. It reported 
that 2021 marked the “highest number of awards, both in terms of dollars 
and individuals awarded, and the largest number of whistleblower tips 
received”.18 In total, the SEC has now awarded more than $1.1 billion to 214 
individuals for evidence provided to the body and significantly, the SEC 
made more awards to whistleblowers in 2021 than in all prior years combined 
and since the inception of the program. 

2021 marked the 10-year anniversary of the SEC’s Whistleblower Program.  
As the program looks ahead to the next decade, we can expect an increased 
focus on whistleblowing with a continued upward trend of whistleblowers 
coming forward. The financial reward system introduced by the Dodd-Frank 
Act has increased focus on white collar crime, which is set to stay.

  3.3 
OUTSOURCING & THIRD-PARTY RISK –  
A CENTRAL PILLAR TO OPERATIONAL RESILIENCE?

Covid-19 has accelerated digital transformation. An increasing number  
of firms have already taken steps or are now taking steps to adopt new 
operating models that streamline their business and lower the cost to  
serve. To achieve such an outcome, firms are increasingly dependent on  
third-party providers and outsourcing. As a result, there is a sharper need  
to demonstrate effective management of these providers to reduce the risk  
of operational disruption, both at a firm level, but also cross-industry. 

UK PERSPECTIVE 

In March 2021, the PRA published its final Policy Statement (PS7/21)19 and 
Supervisory Statement (SS2/21)20 which set out outsourcing and third-party 
risk management expectations. This comes alongside final policy and 
supervisory statements on operational resilience in conjunction with the Bank 
of England and FCA.

SS2/21 does not diverge from the prevailing principle that firms are ultimately 
responsible for compliance and regulatory expectations - outsourcing 
arrangements do not detract from a firm’s senior managers’ responsibilities. 
The Supervisory Statement comes into force from 31 March 2022, meaning 
there is only a short implementation period for firms to adapt to the PRA’s 
expectations on outsourcing and third-party arrangements.

Significantly, the PRA has not set out a one-size-fits-all approach. Firms are 
instead expected to approach SS2/21 “in a manner appropriate to their size 
and internal organisation; the nature, scope and complexity of their activities; 
and the criticality or importance of the outsourced functions, in line with the 
principle of proportionality”.

As we start to move into a post-
Covid world and where people are 
starting to get back to work we 
might well see an increase in 
whistleblowing complaints. There 
has been a very stark decrease in 
the volume of whistleblowing 
complaints while everyone has 
been at home, but as we come 
back then I think we will see an 
uptick in enforcement on the back 
of whistleblowing complaints.

ORAN GELB, BCLP Partner, London

This year, the Department of 
Justice (DOJ) has made white 
collar enforcement a priority.  
The Financial Crimes Enforcement 
Network (FinCEN) has issued a list  
of priorities, which include a focus 
on anti-money laundering and the 
financing of terrorism. And just 
recently, Lisa Monaco, the Deputy 
Attorney General, encouraged her 
prosecutors to be ‘bold’ in white 
collar enforcement. There has also 
been plenty of talk about a surge 
of resources that are going to 
various components of the DOJ 
that focus on white collar 
enforcement. And the chair of  
the SEC has promised high-impact 
cases to change behavior.  
So the mood music is clear to 
anyone listening.

ANDREY SPEKTOR, BCLP Partner, New York
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To this end, firms must take measured, risk-focused steps for any material 
or high-risk third-party arrangements. Other key requirements that the PRA 
sets out for firms are:

 X   Outsourcing arrangements: If a third-party service provider in a material 
outsourcing arrangement is unable or unwilling to include certain terms 
within its contract that reflect the firm’s obligations, that firm should 
inform the PRA. 

 X   Online database of suppliers: The PRA also has plans for an online portal 
to integrate existing obligations, and firms need to supply details on their 
outsourcing and third-party arrangements.

 X    Data security: There is an expectation for firms to adopt a risk-based 
approach to the locality of data that enables them to control the 
advantages of outsourced data being stored across multiple sites while 
managing relevant risks.

The increasingly intertwined relationship between regulated and unregulated 
sectors (for example, technology) has accelerated regulatory developments 
in operational resilience and the focus area of outsourcing and third-party 
risk. As implementation of SS2/21 comes into effect in 2022, firms should 
assume increased scrutiny from regulators when it comes to systems 
and controls and should be ready to respond to short-term requests for 
outsourcing registers and other information.

US PERSPECTIVE: 

In October 2021, the Federal Reserve System (Fed), the Federal Deposit 
Insurance Corporation (FDIC) and the Office of the Comptroller of the Currency 
(OCC) closed a request for comment on their proposed guidance on 
managing risks associated with third-party relationships in the banking sector.

The guidance represents a steep change, as it covers “any business 
arrangement between a banking organization and another entity, by 
contract or otherwise.” This expanded remit means that banks would have 
to apply a full third-party risk management framework holistically to its 
relationships with suppliers, vendors, fintech partners, affiliates and holding 
companies. In this sense, it is the first unified endeavor by the main US bank 
regulatory bodies to formalize third-party risk management practices for 
any entity operating within the banking sector.

The core requirements put forward in the guidance set out that US banks 
must implement a third-party risk management framework which entails:

 X Planning: Banks must recognize and evaluate risks associated with a 
given proposed business arrangement and take “commensurate steps for 
appropriate risk management.”

 X Due diligence and third-party selection: Banks must proportionately 
broadly consider a third-party’s capability to execute the agreed activity 
and adhere to its own internal policies.

 X Contract negotiation: Banks will be required to contemplate an array of 
contractual provisions, such as the reporting of metrics, the right to audit, 
confidentiality agreements, insurance and triggers for termination.

 X Monitoring: Once a third-party is selected, the onus will be on the bank to 
fulfil performance reviews and audits at a regular cadence to ensure the 
provision of services by the third-party. This will require the third-party to 
provide regular reports on these matters, and if necessary, grant access to 
physical office locations. Banks will also be required to dedicate sufficient 
staff to this monitoring function.

17 CFTC, Press Release, CFTC Awards Nearly $200 Million to a Whistleblower, October 2021 
18 SEC, 2021 Annual Report to Congress, Whistleblower Program
19 Bank of England, Outsourcing and third party risk management, March 2021
20 PRA, SS2/21 Outsourcing and third party risk management, March 2021

Many financial institutions outsource 
both IT services and data storage. 
The risk is that they don’t have 
adequate oversight in respect of 
such arrangements, both in terms 
of ensuring operational resilience 
in the provision of critical business 
services and ensuring information 
security (for example, in respect of 
where and how customers’ data 
is being held). Outsourcing and 
third-party management issues are 
really starting to be engaged with 
by regulators, and the focus is on 
intragroup arrangements as well as 
external outsourcing agreements.

ADAM JAMIESON, BCLP Partner, London

 X Termination of the third-party relationship: The guidance sets out that 
banks must fully evaluate what time, resources and skills are required to 
transition the third-party activity undertaken by one vendor, to another 
third-party or alternatively to take the workstream inside the bank itself. 
Focus points include data handling (retention and destruction), access 
control and join intellectual property rights.

 
The value of third-party risk management is present at both the micro and 
macro level. At a micro level, having a robust framework in place allows firms 
to monitor their own dependency or concentration risks. But in addition 
to this, regulators on both sides of the Atlantic are increasingly focused 
on sector wide concentration risk with a particular spotlight on large tech 
providers offering cloud services. The increased focus on this issue gives 
further impetus for firms to stay abreast of their own third-party risks.

   3.4 
WHAT NEXT?
 
Across the core areas we address within Governance, a clear direction of 
travel can be seen:

 X   Governance and oversight in the context of remote working: Given the 
recent arrival of remote working as a norm, regulators are yet to offer a 
full exhaustive list of expectations. However, as temporary remote working 
patterns embed to become more permanent, there is no question that 
further regulatory expectations will be finalised. 

  In the UK, the FCA has made it clear in that it will judge firms on a 
case-by-case basis. This means that businesses should be able to 
demonstrate that remote or hybrid working does not result in any 
“diminution” of service to customers, though at present, it can be left to 
firms to decide how to go about this. 

The regulator may legitimately visit any employee 
residential address to conduct an assessment

  Firms (and employees) also need to keep in mind how the regulator may 
legitimately visit any employee residential address in order to conduct 
an assessment. The extent to which they do so, and the outcomes of any 
early activity of this kind, will be instrumental in the regulator’s approach 
over the longer-term.

  There is no doubt that the latitude firms were given during the 
pandemic is over. Regulation is catching up and firms can get ahead 
by undertaking robust risk assessments of hybrid working, adapting 
processes and procedures to mitigate these risks and developing a 
data-led framework for assessing the impact of hybrid-working on the 
business, employee wellbeing and, most crucially, customer outcomes.

Third-party providers, particularly 
“big tech” cloud providers and 
payment processors, are very much 
in the crosshairs. There’s a lot of 
concern among regulators and 
firms about the concentration of 
risk. Several Congressional hearings 
in recent months were focused on 
cybersecurity issues in the financial 
services space and the third-party 
risks that exist there. Large banks 
are perceived to have an advantage 
because they have more resources, 
but given the interconnectivity of 
our financial system, the concentration 
of risk is an issue for all of us.

LORI VAN AUKEN, BCLP Partner, New York
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 X   Whistleblowing: Companies should ensure that their whistleblowing 
programmes stay agile and move in parallel with shifting regulatory focus 
and the changing nature of the workplace. Firms must keep in touch with 
this developing area of regulation to make certain they remain compliant, 
and uphold the spirit, in addition to the letter of the appropriate law.

  Of particular relevance in the UK is what direction government ultimately 
takes in implementing post-Brexit workers’ rights – and, specifically, 
whether we keep step with developments across the EU. At the time of 
writing, the EU is yet to introduce legislation implementing the 
Whistleblowing Directive from 2019, and while this should not materially 
impact the UK, it is not quite so cut and dried. Any UK (or US for that 
matter) employer that has operations within the EU will still be impacted. 
Furthermore, the UK falling behind the EU standards in this area is likely to 
have a negative impact on international procurement. Considering the 
potential commercial implications, it is therefore unlikely that the UK will 
allow itself to fall behind.

 X   Operational resilience – Third-party risk management: We are entering 
into an era of increased regulatory activity involving an organisation’s 
intermediaries and service providers. It is essential that firms are 
proactive in assessing and mitigating the risk associated with such 
third parties. 

The eyes of the regulator are fixed on how effective  
and efficient outsourcing and third-party risk really is

  Metrics are going to be vital over the coming few years as firms 
are under increasing pressure to evidence the effectiveness of their 
approaches. Both the PRA and OCC have made it explicitly clear 
that the eyes of the regulator are firmly fixed on how effective and 
efficient management of outsourcing and third-party risk really is. 
This might mean short-notice requests for information and data on 
controls. Failure to provide sufficient information may well result in 
increased regulator scrutiny and, ultimately, fines or limitations on 
business activities. 

Read further views on this theme at: 
emergingthemes.bclplaw.com

In the post-Covid world, everyone 
is now using their personal devices 
more and more, not just when 
they’re working remotely, but also 
in the office to communicate. Years 
ago, when you did an investigation, 
you just asked the firm to pull the 
comms for this period for these 
people and you had a look at it. 
Those included emails and other 
messages on the firm’s system. 
Now, there’s a question mark about 
whether you’re going to capture 
everything, because people are 
using WhatsApp on their personal 
phone. That throws up all sorts of 
data protection issues.

ORAN GELB, BCLP Partner, London
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  4.1 
WHAT IS THE SHAPE OF  
THE POST-BREXIT REGULATORY 
LANDSCAPE?
 
January 2022 marks two years since the UK left the European Union, and 
while the Brexit saga has been overshadowed by the pandemic response 
on both slides of the English Channel, movements are being made for the 
UK to pivot toward financial services trade with countries beyond Europe. 
The UK government has been forthcoming with its ambition to create a 
“global Britain” following Brexit.

For now, stability in the trading relationship between the UK and EU is 
upheld through the Trade and Cooperation Agreement (TCA) which 
regulates trade between the two blocs. However, as has been well 
documented, financial services was a significant omission, including the 
passporting rights for asset managers, banks and insurers.

The TCA itself, has come under pressure in recent months. As political tit-for-
tat over the issue of fishing licences, and the ongoing attempts to modify the 
Northern Ireland Protocol seemingly going nowhere, the prospect of the UK 
triggering Article 16 and disapplying at least some of the measures of the 
protocol unilaterally are rising. Such an eventuality could place the overall 
TCA in jeopardy. 

A diluted equivalence and the “global Britain”  
agenda have created momentum toward  

greater regulatory divergence

The new structure for ongoing discussion between the UK and EU in relation 
to financial services regulation comes in the form of a Memorandum of 
Understanding (MoU) on Cooperation. However, it is unlikely that under 
the MoU we will see greater regulatory alignment, or mutual recognition, 
emerge over time. The UK authorities and UK-based financial institutions 
place little hope on developing equivalence rules, and also feel passionately 
about the UK avoiding a situation where it becomes a rule-taker. Giving 
oral evidence to the Treasury Committee in 2021, Bank of England Governor 
Andrew Bailey set out: “I would strongly recommend that we do not become 
a rule-taker. That is a very bad place to end up in and, if the price of that 
is no equivalence, I am afraid that will follow. That is the wrong outcome for 
both the European Union and the UK but, as you have heard me say many 
times, I am strongly opposed to rule-taking.”21

Equivalence agreed in the MoU is “patchy” and can be revoked at 30 days’ 
notice offering firms little long-term security for market access. A combination 
of diluted equivalence and the “global Britain” agenda has created 
momentum in the other direction toward greater regulatory divergence.

CHANGING 
MARKETS
As the dust settles following the UK’s departure from the EU, the 
financial services sector is acclimatising to the reality of life “on the 
outside”. Questions remain as to how the Government will choose to 
shape the new legal framework for the industry as part of the grand 
“British Renaissance”.

Meanwhile, in the US, a new presidential administration with bold  
plans to transform financial markets, is facing economic and political 
headwinds that may require a different tack. The Fed’s plan to accelerate 
short-term rate increases and the tapering process should help, but 
will also add to the challenges. 

21 Treasury Committee, Oral Evidence January 2021
22     UK Parliament, John Glen, The Economic Secretary to the Treasury, Statement made on 9 November 2021
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Some areas of divergence have been set out by UK Treasury in its Financial 
Regulatory Framework Review (FRF). The final package of proposals was 
published in November 2021, with Economic Secretary, John Glen stating 
that the FRF offers, “A once-in-a-generation opportunity to ensure that, 
having left the EU, the Government maintains a coherent, agile, and 
internationally-respected approach to financial services regulation that  
is right for the UK.” 22 

However, this divergence will impact on both existing EU legacy rules covered 
in the FRF as well as new financial regulations. The potential for UK-EU 
divergence is summarised below.

Figure 1. The potential for UK-EU divergence

  4.2 
A NEW FRAMEWORK FOR TRADE DEALS – 
OPPORTUNITIES FOR GROWTH?

Now that the UK is unbound by the EU’s common commercial policy, it has 
new freedom to create its own trade deals around the globe. 

However, as the UK seeks to create a new global framework of trade and 
investment opportunities, history tells us that there is limited scope for 
including services within future free trade agreements (FTAs). In the past, 
even the most ambitious financial services chapters have produced little 
more than a renewal of commitments already made under the World Trade 
Organisation (WTO) General Agreement on Trade in Services. 

The UK’s comparative advantage within financial services may increase 
the wariness to open up on services among its prospective trade partners. 
Despite this, in June 2021, the UK agreed its first major trade deal since 
leaving the EU. The UK-Australia trade deal is predominately focused on 
tariff liberalisation but also covers services trade, recognising professional 
qualifications while opening up financial services and investment.  

Unlikely we will see progress on a UK-US  
trade deal over the next 12 months

Despite this progress, other opportunities have cooled. UK-US discussions 
on an FTA began in earnest, with five rounds of formal negotiations during 
President Trump’s presidency. However, the mood has been less enthusiastic 
under President Biden. This is despite both sides demonstrating intentions 
for financial services to be covered in any agreement. The UK government 
specifically laid out its desire to establish “best-in-class rules for all services 
sectors”, stating that an agreement with the US would need to cover “UK 
export sectors such as financial and professional services.”23  It is now unlikely 
we will see any material progress made on a UK-US trade deal over the next 
12 months.

An area where international cooperation has been possible is in the area 
of “fintech bridges”, with the UK forming such agreements with Singapore, 
Hong Kong, Australia, China and South Korea. These bilateral agreements 
enable firms licensed by the FCA to be referred directly in each market and 
ensures access to priority international markets, facilitating trade flows.

The bridges are naturally two-way opportunities and many UK fintechs 
will look globally for new opportunities. The fintech market is still nascent 
in Australia, yet 50% of the 526 registered fintech firms operating from the 
country intend to expand to overseas markets in the next 12 months, with 
the UK identified as the most popular market.24 The FCA also continues to 
take a global leadership role within the Global Financial Innovation Network 
(GFIN).

In addition, unilateral open market access is likely to stand the UK financial 
services sector in good stead as an attractive place to do business in the 
coming years. The UK has adopted a “policy of unilateral openness to 
foreign players” that helps to attract liquidity and activity to the UK, with 
both the FCA and PRA restating their commitments this year to “open and 
vibrant markets” and a “responsible openness” stance.

23 Department for International Trade, UK-US Free Trade Agreement, July 2019
24 Raconteur, Are the Fintech bridges working?

Grandfathered EU regulations  
due for reforms

MiFID

Solvency 2

Money Laundering

Market Abuse

New and emerging regulations 
where divergence is likely

ESG Ratings

ESG Taxonomy

Climate Reporting

Crypto Assets

Open Finance

Consumer Duty

Wholesale Markets

The real impact of Brexit on the UK 
financial services sector was unlikely 
to be felt for some time following 
the UK’s formal departure. This is 
the year in which we expect clarity. 
The EU is likely to tighten restrictions 
on third country firms which may 
trigger a response from UK 
regulators, who want to ensure 
appropriate UK based supervision. 
The stage is set for this most recent 
installment in the Brexit saga, with 
the costs and regulatory burden on 
broker-dealers only likely to increase 
as a result. 

DAN CSEFALVAY, BCLP Partner, London
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  4.3 
A CHANGE OF DIRECTION IN  
THE US OR CONTINUING FRICTION  
& POTENTIAL STALEMATES?

A change in the US presidential administration from Republican to 
Democrat has historically resulted in a tangibly more hands-on regulatory 
approach. By all accounts, the Biden administration is expected to 
continue this tradition. Although the transition got off to a slow start, 
a notable uptick in regulatory activity in the financial services sphere 
occurred during the last quarter.

Narrow majorities in both houses of Congress mean passing any major piece 
of legislation is an uphill challenge. However, at the regulatory level, the 
banking and financial market governing bodies, are moving full steam ahead.

The confirmation of Gary Gensler as SEC Chair in April 2021, has already, and 
will continue, to have a significant impact on the agency and its agenda. 
The SEC has taking action moving ahead on many issues such as ESG, 
digital assets and judiciary standards for brokers.

While it has been all systems go at the SEC since Gensler’s confirmation, 
other pivotal roles in regulatory entities were vacant for much of 2021.  
Rohit Chopra was not confirmed as head of the Consumer Fraud Protection 
Bureau until September 30, 2021, and Rostin Benham was sworn in as Chair 
of the Commodity Futures Trading Commission on January 4, 2022. Each 
now has signalled strong regulatory focus and new priorities. President 
Biden’s nominee for Comptroller of the Currency, Saule Omarova, withdrew 
her nomination in December 2021, and a replacement has yet to be named. 
In a surprising turn of events, however, the Trump-appointed FDIC Chair, 
Jelena McWilliams, resigned on December 31, 2021, giving Biden and the 
Democrats firm control over that agency. As the dust settles in 2022, we can 
expect action on key issues such as true lender rules, virtual currencies and 
Basel III implementation.

We are also likely to see a reawakening of the Financial Stability Oversight 
Council (FSOC) created as part of the Dodd-Frank Wall Street Reform  
and Consumer Protection Act in order to identify excessive risks in the 
financial system.

Economic forces, however, are likely to trigger long-anticipated changes 
in US fiscal policy that could have the most significant impact on US 
markets during 2022. Whether they will stymie progress on the regulatory 
agenda remains to be seen. Inflation has persisted far longer than initially 
anticipated and some experts predict it will remain elevated for months, 
if not years, to come. This will lead the Fed to increase short-term interest 
rates and scale back asset purchases - a significant change of direction - 
that undoubtedly will have repercussions across all corners of the market.

  4.4 
WHAT NEXT?

Overall, the continued pursuit of a “global Britain” for UK financial services 
is bolstered by the open market stance of UK regulators, a desire to lead on 
innovation and a real hunger to deliver ambitious free trade agreements. 
Collectively, these facets suggest that the UK will sustain its position as a 
world leader in the sector and provide opportunity for the UK to increase its 
relative strength.

In 2022 and beyond, the term regulatory divergence will go from words to 
action, as the FCA and PRA pursue new secondary statuary objectives 
set by government, with a focus on “growth” and “competitiveness”. 
Significantly, this will be the first time that “competitiveness” will be the 
remit of the regulators in the UK since the Financial Services Authority was 
dismantled. 

There are many areas where the EU and UK will align and cooperate (for 
example MiFiD II). However, firms will have to acclimatise to the fact that 
regulatory divergence will be the prevailing direction of travel in years to 
come. While many firms have become accustomed to regulators seeking 
increased cooperation, the UK now clearly sees regulatory divergence as an 
opportunity.

The long-term repercussions are still to materialise, but in the shorter-term, 
firms doing business on both sides of the English Channel will need to strike a 
careful balance with how they comply to differing regulations.

Meanwhile, in the US, financial services regulation has understandably not 
received the full attention of the President or Congress during this time of 
crisis. That said, the SEC is energised under a new Chairmanship and will 
continue to take a buoyant approach in fulfilling the Dodd-Frank reforms. 
Other important finance-related agencies such as CFPB and OCC also 
have signalled strong change.

Within the Federal Reserve, the Board Chair, Jerome H. Powell, is set to take 
on a second term following renomination from President Biden. All in all, by 
the early months of 2022, Biden may be in a position to make as many as 
three appointments to the seven-member Board, which presents him with a 
prime opportunity to change not only the direction of monetary policy, but 
also financial regulation.

Read further views on this theme at: 
emergingthemes.bclplaw.com

A lot of change was anticipated 
with the new Biden administration 
as we moved from a hands-off 
regulatory environment to a much 
more hands-on approach. The full 
impact of the transition, however, 
remains to be seen. In the meantime, 
plenty of other factors will weigh on 
the markets in 2022, as inflation 
persists and the Fed responds by 
increasing rates and tapering its 
balance sheet. These changes have 
long been expected, but now we’ll 
see if they work.

LORI VAN AUKEN, BCLP Partner, New York
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REGULATORY 
& RISK 
ENFORCEMENT

  5.1 
HOW ARE REGULATORS EVOLVING  
THEIR APPROACH TO CONSUMER RISK  
POST-PANDEMIC?
 
The pandemic has shifted the focus on consumer protection in several 
countries. In the US, regulators are paying greater attention to the financial 
inclusion agenda. The UK is looking to overhaul its rulebook, bringing in 
major changes to the existing regulatory perimeter. 

 
UK PERSPECTIVE 

The FCA conducted the Woolard Review in late 2020 which highlighted a 
large growth in the number of UK households that lack financial resilience 
since the beginning of the pandemic. As a result, the regulator is set to 
implement new regulations covering the fast-growing ‘buy now, pay later’ 
market, providing an alternative route to consumer credit, which has now 
been used by over 17 million Britons during the pandemic.25 Funeral plans will 
also fall within the regulatory perimeter as of 2022. 

Regulation to expand into cryptocurrency market  
to crack down on misleading advertising

The regulator is also set to expand regulation into the cryptocurrency market 
where the regulator has acknowledged that it currently lacks the necessary 
powers to crack down on misleading advertising. Amending the Regulated 
Activities Order (RAO) to include all crypto assets as specified investments 
under Financial Services and Markets Act (FMSA), would potentially extend 
customer access to the Financial Ombudsman Service and The Financial 
Services Compensation Scheme (FSCS) protection further.

The proposed new “consumer duty” could result in the greatest changes.  
The Financial Services Act 2019 required the FCA to consult on creating 
a new duty no later than summer 2022. This will address past regulatory 
failures: the principle of “Treating Customers Fairly” or “TCF” was established 
in the Financial Services and Markets Act (FSMA) 2000 but was never 
properly enforced. The new duty will shift the boundaries of the regulatory 
perimeter strengthening the regulator’s enforcement powers across a wide 
range of consumer market issues including anti-consumer pricing, “sludge” 
practices including pressure sales and misleading advertising, as well as 
protecting vulnerable customers. 

Chris Woolard, Partner at EY, EMEIA lead financial services regulation and 
former interim CEO at the FCA said, “The proposed new consumer duty is 
increasingly important to consider, and a lot of the expectations of firms 
in the retail market will get tougher. Firms want to talk about the new 
duty, what it means for them, what it means to their processes. It’s a very 
significant shift in regulation that will dominate the landscape for them.”

In this section we highlight some emerging areas of regulatory and 
litigation risk and suggest ways in which firms can insulate themselves 
from unnecessary exposures. Transparency, equity and leveraging data 
to investigate and enforce, are a few areas of note.

25 BBC News, More than 17 million have used buy now, pay later services
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There has been a consultation and 
call for evidence in relation to 
potential reform of the UK money 
laundering framework. As part of 
this, the government is looking 
potentially to extend the scope of 
who falls within the scope of the 
framework. Further, recent case law 
suggests the FCA may become 
bolder when looking to enforce 
money laundering offences and be 
prepared to pursue criminal 
proceedings for such breaches.

SARAH KLEIN, BCLP Partner, London

 A new law was also passed in the 
beginning of this year, the Anti-
Money Laundering Act of 2020, 
which is the most sweeping AML 
reform of the last couple of decades. 
One of the biggest takeaways from 
it is that whistleblowers have a lot 
more incentive now to report AML 
and Bank Secrecy Act violations. 
They used to have a ceiling of 
$150,000 for potential awards, 
which is not very much, especially 
to a lawyer who specialises in
representing whistleblowers, who 
would not be incentivised to spend 
a lot of resources.

Now that ceiling is gone. It’s still  
not quite as generous as the SEC 
whistleblower program, but 
individuals could still stand to 
receive sizeable payouts. Under  
the new law, there is also an 
increase in potential penalties for 
violating AML laws and the BSA, 
and even more significantly, further 
exportation of reach of US 
enforcement. The US government 
can now subpoena foreign banks 
for information tied to virtually  
any account.

ANDREY SPEKTOR, BCLP Partner, New York

US PERSPECTIVE

Regulators in the US have increased their focus on thematic risks including 
financial exclusion on poorer and marginalized communities, particularly in 
the consumer credit markets. In addition, the SEC is taking a strong lead in 
addressing consumer risks in the retail markets for digital assets. 

The chair of the US Securities and Exchange Commission (SEC), Gary 
Gensler, has highlighted concerns around the high-growth market in 
digital assets indicating fresh regulation of digital currency exchanges to 
address emerging consumer risks, stating, “At our core, we’re about investor 
protection. If you want to invest in a digital, scarce, speculative store of 
value, that’s fine. Good-faith actors have been speculating on the value of 
gold and silver for thousands of years. Right now, we just don’t have enough 
investor protection in crypto. Frankly, at this time, it’s more like the Wild West.”26

This will lead to greater enforcement action in the US. The SEC has also 
highlighted growing concerns in the peer-to-peer lending market, in which 
the SEC is considering introducing mutual fund-style regulation. Gensler also 
previously suggested that the regulator could look to take action against 
stock tokens, that arguably most closely resemble securities, such as those 
representing shares in companies. Yet for now, the exact approach being 
considered by the US securities regulator remains uncertain.

 5.2 
HOW IS ANTI-MONEY LAUNDERING EVOLVING?

Financial crime already forms one of the main areas for undertaking 
enforcement action. This risk has grown during the pandemic given the 
increase in consumer scams. Against this backdrop, Anti-Money Laundering 
(AML) has been of increasing focus both within the UK and the US and we 
are seeing regulatory bodies looking to prosecute more individuals for 
actions in a corporate setting. Other long-standing risks, such as terrorist 
financing, remain high on the regulatory radar. 

UK PERSPECTIVE 

In the UK, the Money Laundering, Terrorist Financing and Transfer of Funds 
Regulations (MLR) 2017 form the backbone of UK regulations. The FCA is 
currently extending MLR to cover crypto asset businesses. The deadline for 
registration has been extended to 31 March 2022. We are awaiting responses 
to the consultation on reforming the model for corporate criminal liability for 
economic crime, including money laundering. Post-Brexit, the UK has begun 
to pivot away from following the EU (the 6th EU Money Laundering Directive 
was not transposed into UK law) with the UK moving to adopt a compliance 
approach more commonly seen in the US and Canada.

US PERSPECTIVE

The Bank Secrecy Act 1970 and The Patriot Act 2001 form the basis of AML 
rules in the US.  The AML Act 2020 updated this legal basis. Financial Crimes 
Enforcement Network (FinCEN) issued a new set of AML priorities in June 2021 
which reflect the evolving landscape highlighting long-standing threats 
like corruption, fraud, and international terrorism, as well as rapidly evolving 
and acute threats such as domestic terrorism, ransomware and other 
cybercrime. This includes threats related to the use and abuse of virtual 
currencies. According to the National Strategy for Counterterrorism, terrorist 
groups still primarily rely on banks, money services businesses and cash 
couriers to transfer funds, though some more regularly seek small-dollar 
donations in digital assets. 

Ensuring that firms comply with sanctions regimes and properly file relevant 
Currency Transaction Reports (CTR) with the FinCEN and Suspicious Activity 
Reports (SAR) remains business critical as regulators seek to increase their 
monitoring and enforcement of these risks. 

  5.3 
IS ANTI-BRIBERY & CORRUPTION COMPLIANCE 
CREEPING UP THE FINANCIAL SECTOR’S AGENDA?

The Pandora Papers, published in October 2021, contained nearly 12 million 
leaked documents exposing the financial affairs of world leaders, public 
officials, and private individuals (including over 100 billionaires). This followed 
the Panama Papers, published in 2016, which contained 11.5 million documents 
relating to private individuals and companies. Most of the papers had been 
leaked from offshore law firms operating in UK overseas territories as well 
as Hong Kong, Panama, Switzerland, Seychelles, Cyprus, Belize and UAE.

UK PERSPECTIVE 

Following a recent high-profile FCA case where a bank was fined over  
£147 million for serious financial crime due diligence failings, there is renewed 
focus and increased scrutiny on firms. Mark Steward, Executive Director of 
Enforcement and Market Oversight at the FCA, said, “The FCA will continue 
to pursue serious financial crime control failings by regulated firms”.

At a UK level there are currently no plans to reform the 2010 Bribery Act, 
however this doesn’t mean reform might not be coming. The 2020 review 
of criminal corporate liability shows that government remain committed to 
combatting bribery and corruption. Indeed, the strategic importance of the 
UK as a global financial centre would indicate that there remains significant 
political will to maintain strong legislation in this area.

Arguably it will be around the “failure to prevent” (FTP) in which any future 
reforms are most likely – something we almost saw in a tabled amendment  
to the Financial Services Bill 2019-21, which would have impacted FCA 
authorised bodies. That amendment was dropped to ensure it did not pre-empt 
the result of the review from the Law Commission on corporate criminal 
liability. Consultation on this review is now complete and we await consultation 
feedback and a draft bill that, in itself, would need to go through a period of 
consultation. As such, it is likely to be toward the end of 2022 at the earliest 
that we get any real clarity.

26 SEC Chair Gary Gensler, Remarks Before the Aspen Security Forum, August 2021
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US PERSPECTIVE: 

The Foreign Corrupt Practices Act 1977 already generates a high volume of 
enforcement action in the US. However, the 2021 Pandora Papers revelations 
have put significant pressure on the US Congress to deal more effectively 
with anti-bribery and corruption (ABC). 

On June 3, 2021, President Joseph Biden issued a Memorandum on 
Establishing the Fight Against Corruption as a Core United States National 
Security Interest.27 The memorandum places fighting corruption at the core 
of Biden’s foreign policy agenda. Directly related to the Pandora Papers, 
the memorandum speaks of the need to fight against “anonymous shell 
companies, opaque financial systems, and professional service providers” 
that “enable the movement and laundering of illicit wealth.”

  5.4 
WHAT NEXT?
The pandemic has shifted the focus on consumer protection and conduct 
in several countries. In the US, regulators are now paying greater attention 
to the financial inclusion agenda. The UK is looking to overhaul its rulebook 
bringing in major changes to the existing regulatory perimeter. 

Another key development during the pandemic has been the changing 
nature of financial crime, which already forms one of the main areas for 
undertaking enforcement action. The risks associated with financial crime 
have grown during the pandemic given the increase in consumer scams. 
Against this backdrop, AML has been of increasing focus both within the UK 
and the US and we are seeing regulatory bodies looking to prosecute more 
individuals for actions in a corporate setting. Other long-standing risks, such 
as terrorist financing, remain high on the regulatory radar. 

Culture plays a key role in addressing bribery 
and corruption risks

Firms should already be aware of (and acting on) the fact that culture plays 
a key role in addressing bribery and corruption risks and creating effective 
compliance programs. They cannot afford to take their eye off the ball 
given regulators are likely to increasingly factor in those approaches in any 
enforcement action and will be looking at whether they are indicative of 
anything more systemic. 

Finally, international authorities are likely to take an increasingly joined-up 
approach to investigating cases, despite the practical challenges that this 
can often entail. There will be efforts to take action where individuals would 
previously have been out of reach, particularly in relation to prosecuting 
corrupt payments to governments and officials. This is particularly true of the 
US where the new Biden administration has identified this as a matter of key 
importance.

Read further views on this theme at: 
emergingthemes.bclplaw.com

27. The White House, Memorandum on Establishing the Fight Against Corruption as a Core United 
States National Security Interest, June 2021.

We continue to see a significant 
focus on AML and ABC. Cyber fraud 
and hacking issues have increased 
during the pandemic. Continuing to 
assess and mitigate risks real time 
is critical. US banking regulators 
frequently leverage horizontal 
review. Post-financial crisis, if the 
regulator finds an issue in one 
bank, they tend to inquire about 
the same issue at other institutions. 
Understanding new emerging 
challenges and how best practices 
are being shaped benefits safety 
and soundness across and within 
institutions. 
 
DOUGLAS A. THOMPSON, BCLP Partner 
and Global Practice Co-Leader - Financial 
Services Disputes and Investigations,  
Los Angeles
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  6.1 
WILL THE FUTURE OF REGULATION  
BE DATA-LED?

UK PERSPECTIVE

Market actors have been effectively harnessing data to develop 
propositions and enhance their market position for a number of years. 
While regulatory bodies have been far slower to harness data for their own 
ends, things are now changing. Before his resignation in October 2021, FCA 
Chair, Charles Randell, helped the regulator to launch what it described 
as “a significant multi-year transformation program to become a more 
proactive, data-led and forward-looking regulator.”28

While the continued challenges of the Covid-19 pandemic and Brexit have 
limited the ability of the regulator to act on this program, the latter end of 
2021 saw the Financial Conduct Authority (FCA) pick the transformation 
baton back up. 

In November 2021, Jessica Rusu, the Chief Data, Information and Intelligence 
Officer at the FCA spoke at the Chief Data Officer Exchange for Financial 
Services forum.29 The speech provided the clearest indication yet as to the 
future direction of travel that we can expect from the regulator in how it 
approaches data. Key takeaways included:

 X The FCA’s priority is to become a data-led regulator – using the same 
techniques adopted by the industry to prevent harm, address poor 
practice and foster innovation.

 X The push on regulatory Big Data will continue – building on using this 
approach to detect manipulative behaviour or identify which financial 
advisers are most likely to give poor advice.

 X Addressing potential harms of AI and machine learning – meaning we 
can expect a consultation at some point exploring how alternative data 
should be used and how existing standards need to adapt.

 X Investment in data capabilities within the FCA – including the 
development of a data strategy to ensure the FCA stays an innovative 
regulatory leader. 

These moves within the regulator suggest a philosophical shift in how the FCA 
will oversee firms and will likely lead to far more granular scrutiny of how a firm 
operates. It is certainly possible that the FCA will, in the future, be more on the 
front foot and focus attention on where they see outliers within the firm level 
capital, liabilities and management information data that they collect.

David Blunt (former Head of Conduct Specialists at the FCA) said, “When I 
think about digital harms to consumers, it’s about both the underlying bad 
actors and also the passive intermediaries who enable that bad activity to 
take place. There’s a huge challenge here for firms. They are starting from a 
myriad of different places. And it’s hard to pick out too many firms which have 
a really effective data approach - who understand data and use it effectively 
as part of the board’s decision-making.”

TECHNOLOGY

28 FCA, Transforming to a forward-looking, proactive regulator, July 2021
29 FCA, Drivers of change in the financial services industry and how we are 
responding, November 2021

The FCA’s Business Plan demonstrates that technology continues to be the 
focus in 2022 as a tool to drive change and as a critical enabler to address 
industry-wide sustainability challenges, especially around unstructured 
non-financial data and narrative – but will need to be calibrated carefully.

The use of data and technology is encouraged in line with the government’s 
promotion of fintechs. In this section, we look at the role of technological 
solutions in meeting some of the big challenges on the horizon in 2022 for 
financial services firms.
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Furthermore, as the regulator becomes increasingly reliant on data provided 
by firms, the more those firms will be expected to provide more consistent 
data. This poses a range of challenges that differ depending on the size and 
scale of the firm in question, but they are challenges that must be addressed 
if they wish to stay on the right side of the regulator. This is particularly the 
case in a world where poor or inconsistent data will be seen as increasingly 
indicative of poor systems and controls and, hence, a greater risk of 
consumer harms.

US PERSPECTIVE

Much of what we see in the UK concerning an increasingly data-led approach 
to regulation also holds true in the US. However, once more, this is still based 
far more on the narrative coming from the SEC as opposed to anything 
formalized into a definite public-facing strategy.

In a speech delivered during May 2021,30 SEC Commissioner Caroline A. 
Crenshaw explicitly linked good data with strong and informed regulatory 
decision-making, stating: “Bad information, or a lack of information, can 
lead to bad regulation, which can result in both unnecessary burdens 
and missed opportunities. It can also lead to a failure to regulate where 
regulation would be appropriate, which can result in a failure to address  
real problems and mitigate harms.”

During this same speech we also get a good sense of where the focus 
for the SEC is likely to fall with regards to taking a data-led approach to 
regulation in the future. These include:

 X Private markets: While private markets have increased in recent years, 
the amount of data collected by the SEC with respect to those markets 
has not. In particular, the SEC has identified customer data gaps that 
will be necessary to truly understand the benefits and risks of investing in 
this space. Ultimately, this will put the onus on firms active in this space to 
collect and share more granular customer data, which will in turn require 
stronger data controls, resources and capabilities to capture, process and 
share such data. 

 X Best interest disclosures: The SEC is likely to better explore the extent 
to which investors have a detailed understanding of both service and 
product disclosures to better ensure these legitimately meet the needs of 
customers. This is likely to lead to a program of consumer testing which, in 
turn, is likely to highlight clear gaps in customer understanding. There is a 
distinct possibility that this will ultimately result in the SEC requiring firms 
to strengthen their own disclosures and evidence that they have done all 
they can to ensure they are transparent and easily understood – perhaps 
akin to the “Treating Customers Fairly” approach adopted in the UK.

 X Consolidated Audit Trails (CAT): Initially conceived nine years ago, the SEC 
implemented a rule requiring the Exchange and FINRA to begin building 
a consolidated audit trail in response to fragmented equity markets. 
While work on the CAT is largely complete, the SEC has identified gaps in 
customer and account level data. As with private markets, the heavy lifting 
with regards to the recording, processing and sharing of this data is likely 
to fall onto the regulated firms themselves.

Ultimately, as with the FCA in the UK, advances in technology and 
improvements in data analytics have made this a pivotal moment for the 
SEC. The regulator cannot afford too many more instances of the type of 
scenario we saw with GameStop or the Archegos family office, where a more 
robust data-set and more proactive data analysis could have allowed for 
early detection of risk and prevented subsequent impact. Firms need to be 
undertaking an audit-check of their data capabilities, skills and processes, 
safe in the knowledge that the requirement on them to provide detailed and 
robust data to the regulator is only going to increase in the future.

We have seen similar pronouncement in other agencies. For example, 
the CFPB has focused increasingly on leveraging its data and consumer 
complaint database to align strategy for supervision and enforcement. The 
CFPB also recently issued a request for financial services institution AI data 
analysts and programmers to come forward if they have concerns that 
impact AI–driven processes.  

  6.2

HOW ARE REGULATORY FRAMEWORKS 
ADAPTING FOR DIGITAL INNOVATION?

UK PERSPECTIVE

The Khalifa Strategic Review of UK fintech reported in early 2021 and 
offered a series of recommendations for a new regulatory framework for 
emerging technology. There has already been extensive analysis of the 
outcomes from this review, but there are a number of areas that we may 
potentially see regulatory activity flow into 2022. These include:

 X The next phase of the Digital Finance ID Trust Framework: Building on the 
framework’s alpha version, published early in 2021, the Department for 
Digital, Culture, Media & Sport (DCMS) ran a consultation that has now 
closed.31 Though we still await the feedback, we can be sure that there 
will soon be far greater clarity with how organisations should handle and 
protect people’s data, what security and encryption standards should 
be followed, how user accounts should be managed, and how to protect 
against fraud and misuse.  
 
Not only is this something that firms will have to grapple with, but this 
shift will also fundamentally change how firms confirm the identity of 
their customers and will likely necessitate significant changes to customer 
onboarding processes. There are also potential ramifications with regards 
to relevant regulatory requirements, including Know Your Customer (“KYC”) 
and Anti-Money Laundering (“AML”) regulations. This is particularly true 
should firms decide to adopt the GOV.UK Verify identities. The Investing 
and Saving Alliance (TISA)32 is already well advanced in developing their 
own digital ID and it will be interesting to note how many competing 
digital identities appear that are tailored to financial services firms.

Leveraging data and systems that 
can provide companies with 
contextualized intelligence 
(especially across unstructured 
non-financial data and narrative) 
– rather than isolated metrics or  
a single score – will assume even 
greater significance as 
sustainability and ESG standards 
and regulation, disclosures and 
reporting continue to mature. Not 
only will increasing sophistication  
of AI and other tools in the hands  
of stakeholders and others drive 
greater transparency demands –  
it will be equally important for 
companies to access and use such 
information to support risk-informed 
and resilient sustainability decisions.  

We are really only in the foothills 
concerning how sustainability data 
will evolve for measurement, 
target-setting and reporting. Given 
the clear imperative to now focus 
on specific sustainability outcomes 
across complex businesses, 
portfolios and assets – having data 
intelligence will assume critical 
importance over the short to 
medium-term for companies, their 
stakeholders and regulators. 
Interesting developments ahead. 

NICOLE BIGBY, BCLP Partner, London

30 SEC, Mind the (Data) Gap, May 2021 
31 DCMS, Digital identity and attributes consultation, July 2021
32 TISA, Digital ID

36/ BRYAN CAVE LEIGHTON PAISNER EMERGING THEMES IN FINANCIAL REGULATION 2022  /37

https://www.sec.gov/news/speech/mind-the-data-gaps
https://www.gov.uk/government/consultations/digital-identity-and-attributes-consultation
https://www.tisa.uk.com/tisa-groups-projects/digital-id/


As we look ahead to 2022, one of 
the CFPB’s primary focuses is on 
“big tech” firms and the payment 
systems sector. The payment 
systems sector has been largely 
unregulated in the US until now. In 
October 2021, the CFPB issued a 
statement announcing it is going  
to start looking into “big tech” 
companies, such as Google and 
PayPal, in order to get a better 
understanding of those companies’ 
business plans and practices and 
ensure that the payment systems 
sector as a whole is in alignment 
with national interests. Once the 
CFPB filters through that information, 
I expect to see more regulation of 
that industry in 2022.

MATTHEW PETERSEN, BCLP Partner,  
Denver/Chicago

The SEC recently turned up the heat 
on digital engagement practices, 
triggering harsh criticism from 
electronic retail trading platforms 
as well as traditional broker dealers. 
Concerns are that these practices 
prompt investors to make purchases 
that are not in their best interests, 
or that the messages themselves 
are false and misleading. Any major 
change here, whether to ban the 
practices altogether or to require 
adherence to Reg BI, will have a 
major impact on this sector.

 
LORI VAN AUKEN, BCLP Partner, New York

 X An Open-Finance Framework: Legislation to propose a new Open Finance 
Framework is expected at some point mid-2022. While specifics are light 
on the ground, it is self-evident that firms should get ahead in addressing 
concerns that come with open finance. This includes: 

 � Modernising now: Legacy banking technologies are unlikely to cut it in 
the long-term and more agile market players will be nimbler in pursuing 
innovations.

 � Give your Chief Risk Officer (CRO) the resources that they need: Not 
only will firms need to get ahead in assessing their vulnerabilities and 
preventing fraud threats, they will need to empower the right people in 
addressing any concerning activity immediately to ensure they avoid 
greater exposure and reputational damage further down the line.

 � Product risk assessments: Updating product risk assessments will help  
to identify previously unidentified risks.

 � Anticipate emerging regulation: This should be a given. Regulations 
rarely work out exactly as hoped for, and so Open Banking and PSD2, 
for example, are not going to be the final word on regulation. Firms 
and fintechs will have to be prepared for change. Firms should look to 
anticipate what is to come and prepare early as opposed to being 
purely reactive. 

 X  A Regulatory “scale box” to provide a one-stop-shop for growth-stage 
fintechs: Beyond the original regulatory and new digital sandboxes, we 
are expecting 2022 to herald the Kalifa-recommended “scale-box” to 
provide regulatory support for firms that have moved beyond the “start-
up” status. This could play a crucial role in building operational resilience 
and improving governance of fintech firms, both of which have acted as  
a brake for many firms over recent years. 

Faith Reynolds (UK Finance - Independent Consumer Representative on  
the Open Banking Implementation Entity Steering Group) says, “Corporate 
digital identity would make open banking come alive and make open 
finance much slicker and easier. And then we’ll feel like we can make that 
payment to that company because they’ve been recognised as safe and 
trustworthy. At the moment, we’re missing that.”

US PERSPECTIVE

As has been the case globally over the previous 18-months, there has been 
increased regulatory focus in the US on digital issues over and beyond core 
issues of financial and operational resiliency. As digital disruption continues 
apace in the US, we will see incumbent firms struggle with a fragmented 
regulatory framework that makes it more costly and laborious to adapt, 
which will in turn create opportunities for new entrants.

In particular, antitrust scrutiny across the fintech sector has grown notably 
over recent years and the DOJ’s Antitrust Division, Federal Trade Commission 
(FTC), SEC and CFPB have identified all competition as an area of focus 
for the future – both in rhetoric and in practice. Key antitrust issues for the 
coming year include:

 X Data protection and privacy: While not a new issue in itself, data 
protection and privacy and antitrust laws will increasingly go hand-in-
hand. Indeed, only in September 2021 the FTC stated that it will focus 
more attention on the overlap between data privacy and competition.33  
This is likely to apply to fintechs as much as it is to “big tech” or social 
platforms as the lines between them continue to blur.

  We have already seen such attention with regards to the payments sector 
and both regulatory scrutiny and litigation, akin to the Cottle v. Plaid case 
in early 2021, which is likely to continue. 

 X Open access: As the fintech space continues to grow, open access is also 
likely to become an issue of both regulation and litigation – particularly 
given support from both political parties in Congress. While the introduction 
of the American Innovation and Choice Online Act is aimed more at “big 
tech” than fintech, it does demonstrate that there is increasing regulatory 
gaze on this issue throughout 2022.

 X People and talent: There is typically strong competition between fintechs 
for people and talent. Firms attempting to protect themselves through 
“no poach” agreements need to be mindful that the DOJ is increasingly 
looking at bringing enforcement action against such agreements. Given 
how civil litigation often follows enforcement action and the manner in 
which settlements are typically agreed, there is a real risk of substantial 
financial damages.

33 FTC, Report to Congress on Privacy and Security, September 2021
34 Bank of England, Is ‘crypto’ a financial stability risk? - speech by Jon Cunliffe, October 2021
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  6.3 
WHAT WILL BE THE FUTURE  
OF CRYPTO ASSETS?

UK PERSPECTIVE

Over the last year, we have seen heightened public and media interest 
in cryptocurrencies, with this spilling over into the wider financial services 
industry and regulatory worlds. Those that have been vocally opposed to 
crypto are now actively starting to explore how they can integrate it into 
their proposition, while the UK regulator has spent time understanding 
consumer impacts and consulting on future regulation in this space.

There is no doubt that regulation of crypto is a given – and that this will 
extend into prudential regulation.

Sir Jon Cunliffe, Deputy Governor of the Bank of England, has made clear 
that cryptocurrencies will likely cause a future financial stability risk and that 
“bringing the crypto world effectively within the regulatory perimeter  
will help ensure that the potentially very large benefits of the application  
of this technology to finance can flourish in a sustainable way.”34

Similarly, in September 2021, Charles Randell, then Chair of the FCA, talked 
publicly on the need for consumers to be protected from overly risky or 
fraudulent crypto investments – stating  “It’s difficult for regulators around 
the world to stand by and watch people, sometimes very vulnerable people, 
putting their financial futures in jeopardy, based on disinformation and fear 
of missing out.”35

Clearly, then, the ambition for increasing crypto regulation is there. Indeed, 
UK Treasury is already considering proposals to give the FCA a larger role in 
controlling the promotion of crypto assets to bring them into line with how 
traditional financial products can be marketed. However, saying and doing 
are two very different things, and the challenges facing the FCA are not 
insignificant. How the UK regulator can oversee offshore crypto firms that 
have no fixed headquarters and offer services globally is something that is 
still being grappled with. This is not going to be addressed overnight.

So what does this mean from an enforcement perspective? The number of 
FCA investigations in the crypto space has been on the rise in the UK and, 
while there is yet to be any notable enforcement action, it is likely only a 
matter of time before this changes.

It is perhaps understandable that banks and asset managers are 
increasingly exploring how they can integrate crypto into their products and 
propositions. However, firms may be wise to keep their counsel in the short-
term, given efforts to bring “stablecoins” within the FCA regulatory perimeter 
and the very real possibility of this being expanded to include wider crypto 
assets in the future and reflect the financial promotions regime and anti-
money laundering requirements. 

US PERSPECTIVE

In comparison to the more unified (though not simple) emerging approach 
to regulation of crypto assets in the UK, the US is far more fragmented. Such 
regulation though, is continuing apace. Broadly, there are two approaches 
being adopted for regulation:

 X Certain states are developing legal and regulatory frameworks designed 
to attract and stimulate activity. This is something we see, for example, in 
both Colorado and Ohio, who have ensured cryptocurrencies are exempt 
from state securities law or have permitted payment of certain taxes via 
cryptocurrency.

 X Other states, including New York and California, are passing or looking to 
pass legislation that restricts crypto activities. New York, for example, has 
put in place a regime that requires firms to acquire a “BitLicense” in order 
to operate.

However, at the federal level, regulators have been even more active and 
there have been multiple high-profile enforcement actions instigated by 
both the SEC and the Commodities and Futures Trading Commission (CFTC) 
arising from how investments have been promoted and failures to limit 
money laundering and other illegal activities. 

Significant uncertainty remains as to how  
regulation of cryptocurrencies will evolve

As is the case in the UK, the rhetoric coming from the regulators in the US 
points strongly to a more regulated future. SEC Chair Gary Gensler stated 
in a speech to Aspen Securities Forum in August 2021 that “it doesn’t matter 
whether it’s a stock token, a stable value token backed by securities or 
any other virtual product that provides synthetic exposure to underlying 
securities. These products are subject to the securities laws and must work 
within our securities regime.”

This rhetoric from the SEC is already turning into action that can offer an 
insight into the approach they will be taking in the future. The complaint 
raised by the SEC against BitConnect36 suggests it is likely additional 
regulatory actions will follow based on an argument that platforms will  
have offered unregistered securities for sale.

Ultimately, a significant amount of uncertainty remains with regards to 
how regulation of cryptocurrencies will evolve. As such, industry and other 
interested parties need to ensure they stay closely abreast of the SEC’s 
position on this issue.

36 SEC v. BitConnect, et al., 1:21-cv-07349

New regulation can take months, or 
even longer, to implement. Specific 
regulation is unlikely in the first half 
of 2022. However, the potential 
consumer and systemic risks that 
come with an ecosystem like crypto, 
that holds an incredible amount of 
money, being unregulated is not 
something Congress or regulators 
will accept. This is particularly the 
case as we understand the potential 
for activity in the crypto market 
destabilizing financial markets  
more widely.

J. ASHLEY EBERSOLE, BCLP Partner, 
Washington

 There are a whole host of digital 
assets – some of which become 
pretty nebulous when you look at 
them in terms of regulation. 
Stablecoins are certainly something 
that comes to mind as an example. 
We have seen a lot of market 
commentary and chatter about 
how lawmakers around the world 
need to step in and take action, on 
stablecoins in particular.

DAN CSEFALVAY, BCLP Partner, London

35 FCA, The Risks of Token Regulation, September 2021
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  6.4 
WHAT NEXT? 
The regulation of digital and technological innovation within the sphere of 
financial services has always been a fast moving and evolving landscape. 
Given the continuing pace of digital innovation and change, the regulatory 
environment will also be forced to continue to adapt.

This, of course, requires a commitment from firms to stay abreast (and ahead) 
of how regulation is changing in this space.

However, there is going to be an increasing overlap between tech and 
innovation in financial services and a firm’s wider purpose and culture. As 
was the case with inclusion and diversity, if they have not already done so, 
firms should be looking to build their collection and use of customer data 
into their corporate purpose, culture and governance. Regulations will 
continue to evolve and staying vigilant and ensuring compliance will be an 
ongoing battle. That said, ensuring that internal processes and innovations 
are always viewed firstly through a lens of consumer harm and consumer 
duty will be the first step in staying ahead.

For firms, cryptocurrencies are the one area where the threat of litigation 
is heightened – particularly as many corporates take their first steps into 
this space. Given the volatility of cryptocurrencies and the likely increase 
in regulation, the risk of disastrous loss is very real, and we may well see 
managers facing claims of financial mismanagement.

However, there are also other very real risks. Cryptocurrencies are stored 
using a digital wallet that requires a private access code. This introduces 
threats around data protection and storage, given both issues around 
hacking and being “locked out” through poor management of data. 
Corporate cryptocurrencies may become prime targets for digital crime.

In addition, given the carbon-intensive nature of how cryptocurrencies are 
generated or “mined”, corporate involvement in this area does not merely 
pose a risk between action and fiduciary duties, but also between action 
and sustainability commitments. Involvement in this space would require 
firms to consider how any engagement in cryptocurrencies stands up to 
scrutiny against ESG commitments and frameworks.

Finally, firms will have to navigate how they account for, and disclose, 
any cryptocurrency funds that they hold. How should firms reflect these 
holdings in their ledgers, given there are no clear rules or guidelines on this? 
There is a near identical issue around auditing and disclosure requirements 
to regulatory bodies. Any firms dipping their toes into the crypto world 
and looking to gain early-mover advantage will need to ensure they 
take transparency as their central starting point and be very clear, in the 
absence of defined rules, as to how and why they are treating such assets 
from an accounting perspective.

In the US, the SEC, for one, will be scrutinising firms very closely, given their 
stated position on the issue.

Read further views on this theme at: 
emergingthemes.bclplaw.com

The FCA and the PRA have only got 
a certain amount of resource that 
they can put toward enforcement 
and investigations. They tend to 
focus on instances where there’s 
been crystallised risk or where 
there’s been a lot of political or 
media attention, especially around 
types of issues where there’s a  
very large customer detriment. 
Cryptocurrency is a classic example 
of where they are likely to focus.

ADAM JAMIESON, BCLP Partner, London
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BCLP’s Global Banking Sector team comprises more than 300 lawyers 
and professionals who bring more than 1,500+ years of banking-related 
experience to our clients. Our clients include 10 of the world’s largest banking 
institutions and we represent more than 200+ banking sector clients of all 
sizes across 20+ countries. 

Our Banking Sector lawyers are frequently recognised for a series of awards, 
including Best Lawyers in America, UK, France and Germany, and over 30 
of our Partners are in the Best Lawyers 2021 lists. We are also ranked by 
Chambers and Partners across a number of regions (contentious and non-
contentious).

Having worked in and indeed led financial institutions’ legal departments, 
we boast experience in all aspects of regulatory, supervisory and 
enforcement investigations, litigation and risk management. 

 X The UK Financial Conduct Authority

 X The UK Prudential Regulation 
Authority 

 X The UK Serious Fraud Office

 X European Commission 

 X The UK National Crime Agency

 X HM Revenue & Customs

 X Competition and Markets Authority

 X Information Commissioner’s Office 

 X US Department of Justice

 X Securities & Exchange Commission

 X New York Department of Financial 
Services

 X Commodity Futures Trading 
Commission 

 X US Federal Bureau of Investigations

 X Office of Financial Sanctions

 X Regulation,  
Compliance & Advisory

 X Anti-Bribery and Corruption

 X US Consumer Financial  
Protection Bureau

ABOUT US

Our lawyers are equipped 
to anticipate areas of risk 
and to work seamlessly 
across specialisms and 
offices to deliver the best 
available solutions for  
our clients. 
 
POLLY JAMES, BCLP Partner and 
Global Practice Co-Leader – 
Financial Services Disputes and 
Investigations, London

We fully immerse ourselves 
in the financial services 
industry – many of our 
lawyers have spent time  
on secondment at financial 
institutions or regulators, 
or have joined us following 
years of corporate  
legal or regulator 
leadership experience  
in the industry.

 
DOUGLAS A. THOMPSON, BCLP 
Partner and Global Practice  
Co-Leader - Financial Services 
Disputes and Investigations,  
Los Angeles

Very good at simplifying 
complex issues so  
clients can understand 
what it means for their 
business.

 
CHAMBERS & PARTNERS, 2022 

EXPERIENCE OF DEALING WITH GLOBAL REGULATORS  
AND AGENCIES INCLUDING:

1275 lawyers in 30 offices advising 
businesses across North America, 
Europe, the Middle East and Asia.

8x winner of the Law Firm of the 
Year award in different markets 
since 2004.

30 of the world’s top 
50 banks have 
relied on us.

40%
of the Fortune 500 rely on 
our firm to support their 
business goals and protect 
their interests.

4x
 4x recent winners for legal innovation.

 X •  Most Innovative Law Firms for 
Business of Law; and

 X •  Data, Knowledge & Intelligence: 
Managing & Developing Talent  
(FT North America Innovative  
Lawyers 2018)

 X •  AI Innovation Award (Legal 
Week Innovation Awards 2019)

 X •  Legal Services Procurement 
Innovation (Legal Week 
Innovation Awards 2019)

We are purposefully structured as a single, fully integrated international 
team, meaning clients can rely on clear, connected legal advice, wherever 
and whenever it’s needed. We will work collaboratively to provide strategic 
value and build enduring relationships. Across our global network we provide 
a wide range of financial institutions with guidance to ensure they meet their 
vast global and local financial regulatory requirements. Our clients span the 
retail and wholesale sectors and include banks, asset managers, broker-
dealers, commodity traders, corporate financiers, custodians, insurance/
reinsurance firms and intermediaries, life and general insurers and payment 
services and currency exchange platforms.

Our global Financial Services Disputes & Investigations practice draws 
real strength from its close integration with other practices areas including 
Financial Regulation; White Collar; Antitrust and Competition; Employment 
and Labor; Data Security; International Trade and Economic Sanctions; 
Forensic Services and Tax. This means we can advise financial services 
clients on the wider regulatory or criminal implications and deal with them 
holistically.

Importantly, the team also collaborates closely with our transactional  
finance team, who offer the specialist product knowledge and insight  
to complement the contentious offering.

AN INTEGRATED GLOBAL FINANCIAL SERVICES  
& INVESTIGATIONS PRACTICE

60% of the world’s top 50 banks rely on us to protect 
their interests and make their business ambitions 
become business realities.
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